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MpoAyKT HenpepbiBHO NoABeEpraeTcs MOAEPHU3AUMMU C LeNblo yAydylleHUs ero notpebuTenbckux CBOWCTB. [JaHHoe
A PYKOBOACTBO MOMKET HECKO/IbKO He COOTBETCTBOBaTb TeKyluel BepcuMu MpoAyKTa. 3a nocneaHumy o6HOBAEHUAMM
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Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

1. JIMueH3MOHHOe cornaweHue

Hactoawee JIMLUEH3MOHHOE COr/alleHne ABASAETCA [AOKYMEHTOM, pPeryavpylolum npasuaa  WUCNO/b30BaHMA
nporpammHoro npoaykta Domination Management Server anuom, 061a43l0WUM NPAaBOMEPHO U3rOTOBIEHHLIM U BBEAEHHbBIM
B rPa*kAaHCKUIA 060POT 9K3EMMNIAPOM AAHHOrO NPoAyKTa («/InueHsnaTom»).

MpaBoobnagatenem nporpammHoro npoaykta Domination Management Server (aanee «Mporpamma») ssasetca 000
«BUMAKC+», MHH 5902140005, OFPH 1025900518181, mecto HaxoxaeHua: 115162, r. MockBa, BH.Tep.r. MyHULMMNAbHbIN
OKpyr AKMMaHKa, yn. MbiTHas, 4.40, K.4, ke. 135.

MpaBoobnagatenb coxpaHAeT 3a coboi UCKAUMTENbHOE NPaBo Ha [porpammy 1 ee Ucnoab3oBaHWe B Atoboi hopme
1 ntobbim cnocobom.

NnueHsmnapom nporpammHoro npoaykta Domination Management Server snaetca npasoobnagatenb, Anb6o
lopuanYeckoe MLo MAn GuUsnyeckoe NNLO, KOTOopble PACNPOCTPAHAIOT NPOrpaMMHOe obecrieyeHne Ha OCHOBE COrnalleHun
W IMLLEH3UM C NpaBoobaajaTenem.

HacTtoswwee J/IMLEH3MOHHOE COorfalweHne AEeNCTBYET B TEYEHME BCEro CPoKa aKcnayatauum JinueHsnatom Mporpammel
/MM HaxoXOeHWA y Hero 3k3emniApos [Mporpammbl. AkTuBMpys [porpammy nyTem MCNo/sb30BaHMA MaTepuasbHOro
HOCUTEeNA, Ha KOTOPOM YCTaHOB/IEH 3K3emnaap MNporpammel (ganee no TekcTy — obopyaosaHue), JIMLeH3MaT NpuM3HaeT npaBuia
HacTosAwero JIMLEeH3MOHHOrO CorlalleHums.

[JelicTBne HacTosAwero J/IMLEH3MOHHOTO COraleHMs PAacnpPOCTPaHAETCA Ha Bce byayuime obHOBAEHUA U HOBble BepcUu
Mporpammbl. MpaBoobnagatens MmeeT NpaBo B ntoboe BpemA BHOCUTb M3MeHeHWs B [lporpammy Mo co6CcTBEHHOMY
YyCMOTpeHUto 6e3 cornacosaHus ¢ JIMLEH3MaTOM. YCTaHaBnMBaA OOHOBNEHWE WM HOBYIO BEPCUIO Mporpammel, JluueHsuat
COrNalwaeTcs M NPUHUMAET YCI0BUA HacToAwero JIMUEH3MOHHOIO COrnaleHnsa s COOTBETCTBYOWMX OOHOBNEHUA U HOBbIX
Bepcuit MNporpammsl, eciv Takme 06HOBNEHMA UM HOBble Bepcum Mporpammbl HE CONPOBOXKAAOTCS APYIUM NNLEH3UOHHBIMM
cornalweHuem.

MpaBoobnagaTens ocTaBaseT 3a coboi NpaBo No cO6CTBEHHOMY YCMOTPEHUIO U3MEHATb, AOMOAHATb AW YAANATb YACTU
YC/IOBUIM HACTOALLEro cornawenuns B atoboe Bpemsa. JIMLLEH3MAT HECET OTBETCTBEHHOCTb 33 NEPUOLANYECKYIO NPOBEPKY YC/IOBUNA
HacToAaLero JIMLEH3MOHHOrO COraWeHNA Ha NPeaAMET U3MeHeHUI. Kaxkaoe ncnoab3oBaHue MNporpammel 6yaeT 03HavaTb, YTo
NlnueHsmaTt cornacmaca nNpuHATL M cobaoaaTtb ycioBuA HacToAwero JIMULEH3MOHHOMO COrNalleHnsa C BHECEHHbIMU B HEro
nonpaBkamv M NPUMEHUMbIMU Ha AaHHbIM MOMeHT. lpaBoobnagaTent ocTaBaseT 3a cobol NpaBo OTKasaTb B AOCTyne
K Mporpamme nt060My, KTO, NO €r0 MHEHWIO, HAPYLIWMA KaKoe-A1nbo 13 ycioBuit HacTosalwero JIMLLEH3MOHHOTO COrlalleHns Unm
Nno KakoW-1mbo npuymHe No ceoemy co6CTBEHHOMY YCMOTPEHMIO.

Mo HacTosAwemy JIMueH3MOHHOMY cornaweHuto JIuueH3naT nosyyaeT NpaBo MCNosb3oBaTb [Mporpammy cnocobamu,
OMUCAHHBIMU HUKeE.

UCKNHOYUTENbHbIE NPABA

Mporpamma 3awMiieHa AEeNCTBYIOWMM 3aKOHOAATENbCTBOM  Poccuiickoit  Pegepaumy M MeKAYHaPOAHbIMM
cornaweHnamu. Bce ucknoumTenbHble npasa Ha [porpammy npuHagaexkat npasoobnagatento. MNpu pacnpocTpaHeHuu
nporpammbl 0653aTe/IbHO yKa3blBaeTcA NpaBoobaaaaTtesib, ero KOHTaKTHas MHGOPMaLLMA 1 CalT.

NMPABA YCTAHOBKU U UCNOJIb3OBAHUA

JInueH3nat nmeeT NpaBo ycTaHaBAMBaTb M MCMO/Ib30BaTb [porpammy Ha 060pyL0BaHMK:

— npu npuobpeTeHunn [porpammbl B KOMMAEKTe ¢ 06opyAoBaHMEM (NMULEH3UMOHHbIE OTYUCIEHWUA SABAAIOTCS
eMHOPA30BbIMM, YNIAYNBAKOTCA NULEH3UAPY NPU NPUOBPETEHUN MaTePUANbHOrO HOCUTENSA, MO0 BKAOYEHO SMNLLEH3MAPOM
B LLeHY MaTepuaibHOro HoCUTens);

— NPV CKauMBaHWM C caiiTa lNpaBoobnagatens, Ambo c caiita ynonHomoueHHoro Mpasoobragatenem anua (NopsgoK
yNAaThl IMLEH3NOHHbIX OTYMCIEHUIA YKa3blBAETCA Ha caiTe).

Mocne akTMBauuu Mporpammbl NMPU Hayane UCNONb30BaHUA MaTepuanbHOro Hocutens (0bopyaoBaHMA), Ha KOTOPOM
ycTaHoBAEH 3Kk3emnaap Mporpammel, JIMLeH3MaT NOyYaeT NPaBo MCMNo/ib30BaTh Mporpammy 6€3 AULEH3UOHHbBIX OTYUCAEHWI
HeorpaHMYeHHOe BPeMs COIIacHO YC/IOBUAM HacToAWEro JIMLEH3MOHHOTO CorNnalleHus.
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JNnueHsmat 0b6a3yeTca He 4ONYCKaTb HAPYLIEHUI UCKOUUTENbHBIX NpaB NpaBoobiagaTens Ha MNporpammy, B 4HacTHOCTH,
He coBepwaTtb W He JOMyCKaTb COBEPLIEHUA Ccheaylowmx AencTeuii 6e3 cneumanbHOrO NUCbMEHHOTO paspelleHus
npasoobnagatensa:

1) pacnpocTpaHaTb [porpammy B BuAe, OT/JIMYHOM OT TOrO, B KOTOPOM OHa Oblna nonyydeHa JlMueHsnatom,
pacnpocTpaHATb YacTU NPOrPaMmbl, €€ KOMMOHEHTbl OTAE/IbHO OT OCTa/IbHbIX KOMMOHEHTOB [porpammsl;

2) usmeHATb, MoaNPULMPOBaTb, AewndpoBaTh, OCYLLECTBAATL N0ObIE MHbIe AENCTBUA C 06BEKTHBIM KOAO0M Mporpammbl,
B TOM YMC/IE C Lie/1blo NOoAyYeHMA MHGOPMaLMM O peannsauumn anroputMmoB, UCNoNb3yemblx B Mporpamme;

3) BHOCUTb Kakne-nnbo nameHeHua B Kog, MNporpammel, 3a UCKIOYEHNEM TeX, KOTOPbIE BHOCATCA LUTAaTHbIMU CPeACTBaAMM,
BXO4ALLMMMU B coCcTaB [porpammbl U ONMUCAHHBbIMW B CONPOBOAUTENbHON AOKYMEHTaLMK;

4) pekoMnuanpoBaTb, feaccembamposaTtb Mporpammy, AopabaTbiBaTb [porpammy, MeHATb YTO-AMOO B HEW U JOMNONHATD
ee HoBbIMM dYHKUMAMMK, uccnenoBaTb Mporpammy B ntobbIx Lenax u ntoboimn cnocobamm, npucnocabnmeatb Mporpammy
CBOMMM cunamm nnbo cunamm  TpeTbux auy, ana obecnevenua pabotocnocobHocTM [lporpammbl € annapaTHbIMK
(nporpammHbimM) obecneveHvem JIMUEH3MaTa, a pPaBHbIM 0OPA3OM He OCYLLECTB/ATb BOCMPOM3BEAEHUE 3K3EMMIAPOB
Mporpammsl;

5) ocyuwecTBnatb gocTyn K uHbopmaumoHHon 6ase [porpammbl M NOCTPOEHME cUCTEM HA OcHose [lporpammbl
C MOMOLLBIO CPEACTB Y TEXHONOTUYECKUX PELLUEHUIA, HE NPeayCMOTPEHHbIX B CONPOBOANTENBbHOM AOKYMEHTALUN;

6) co3paBaTb Ha OCHOBaHMU [POrpaMmbl UK C €€ UCMONb30BaHWEM NPON3BOAHbIE NPOU3BELEHUSA;

7) coBepluaTh AeNCTBUA, Pe3y/IbTaTOM KOTOPbIX ABAAETCA YCTPaHEHUE WU CHUXKeHUEe 3OPEKTUBHOCTU TEXHUYECKUX
CPeacTB 3alUMTbl UCKNOUUTENBHBIX, aBTOPCKUX NPaB, NpUMeHAeMbIX NpaBoobnagaTtenem Mporpammbl, BKAOYAA NPpUMeEHeHUe
NPOrPamMMHbIX U TEXHUYECKUX CPEACTB «MY/IbTUNIEKCUPOBAHUAY, CPEACTB, U3MEHAIOLMX aNTOPUTM PaboTbl NPOrPamMMHbIX UK
annapaTtHbIX CpeacTB 3alWmTbl Mporpammbl, a TakKe MUCNonb3oBaTb lMporpammy € yCTPaHEHHbIMU WAU U3MEHEHHbIMU 6e3
paspewenuna MNpaBoobnagatena cpeAcTBaMM 3aLLUTLI;

8) nepepasaTb B apeHay Mporpammy, npoaasaTtb, NepesasaTb B apeHAy MAM UHbIM 06pPa3oM PacnpoCTPaHATL NobYIo
Konuo, MOAMGUKALMIO MM KOMBUHALMIO YacTW, KOMMNOHEHTbI porpammsl.

Mporpamma MOMKeT BKAOYATbCA B COCTaB COOPHMKOB TPETbUX AWL, MOMELATbCA HA caliTax, OT/IMYHbIX OT calTa
MpaBoobnasgatena TONbKO C NMCbMEHHOTO cornacua Npasoobnagarensa.

OrPAHUYEHWE TAPAHTUIHDBIX OBA3ATENLCTB

Mporpamma npegoctasnsetca JIMLEH3MATy «KaK ecTb» (as is) B COOTBETCTBMM C OBLLENPUHATBIM B MEXAYHapPOAHOM
KOMMEPYECKOM NPaKTUKe MPUHLMNOM. ITO 03HAYaeT, YTo 33 NPobaembl, BO3HUKAIOLLME B NPOLLECCe YCTAaHOBKU, OBHOBNEHMS,
NOAAEPXKKM W 3KcnayaTauum Mporpammbl (B T. Y. Npobnembl COBMECTUMOCTM C APYFMMM MPOrPaMMHbIMU NMPOAYKTaMM
(nakeTamu, apaiiBepamu 1 Ap.), HECOOTBETCTBUA PE3Y/bTATOB MCMO/Ib30BaHUA porpammbl OXuaaHuam JivueHsunaTa v T.n.)
MpaBoobnagaTenb OTBETCTBEHHOCTU He HeceT, paBHbIM 0bpasom Mpasoobnagatenb He 0653aH NpeAoCTaBNATb JIMLEH3MaTy
ncnpaBieHnsn, 4ONONHEHNA, HOBble Bepcuu Mporpammbl 1 (Man) obecnednsaTb GyHKLMOHMPOBaHME Mporpammbl Cc annapaTHbIM
(nporpammHbiM) obecneyeHnem JinueHsmata. JIMUEH3MAT MNPUHMMAET M COrNalaeTcA C Tem, YTO OH HeceT MOJHYto
OTBETCTBEHHOCTb 32 BO3MOXHble HeraTMBHble NOCNeACTBUSA, Bbl3BaHHbIE HECOBMECTUMOCTBIO UAN KOHGIMKTamu Mporpammbl
C APYIMMM  MPOTrPaMMHbIMK  MpoAyKTaMu. [lporpamma MOMKeT cogepaTb owubku. [paBoobnagatens He HeceT
OTBETCTBEHHOCTb 33 BO3MOMXKHble OWwWbKK [porpammel. MpaBoobnasatens He rapaHTUpyeT, YTo GYHKUUK, cofeprKalumecs
B Mporpamme, byayT yA0OBAETBOPATL 3asABNEHHbIM TpeboBaHUAM, MAK YTO paboTa Mporpammbl He NpepBeTca U3-3a OLUMOKM.
MpaBoobnagaTeslb HAMEPEHHO OTKA3bIBAETCA OT BCEX MUCbMEHHO 3asiBIEHHbIX U NPeAnoaaraeMblX N0 YMOAYAHMUIO FapPaHTUIAHbIX
0653aTeNbCTB, BKAOYAA OrpaHMYEHUs B MPUMEHEHUM FapaHTUIHbIX 06A3aTeNbCTB Nocae onpeaeneHHOro CPoka M rofHoOCTU
Mporpammbl K npoaake. MNpaBoobiagaTesnb He HECET OTBETCTBEHHOCTU 3@ OTCYTCTBME A0CTYNA K [porpamme, TexHuyeckume cbom
“ nepepbiBbl B paboTe Mporpammsl, Bbi3BaHHbIe HEMONAAKAMM UCMONb3YEMbIX TEXHUYECKUX CPEACTB, MHble aHaNorMyHble cboum,
a TaK¥Ke BbI3BaHHble Hemonagkamn obopyaoBaHUA, KOMMbIOTEPHOrO 060pyAoBaHMA, KOTopoe JIMLEeH3MaT UCNoib3oBan AnA
paboTbl c Mporpammoli, Bbi3BaHHble AENCTBUAMM TPETbUX Auu, nepebosmM CBA3M, INEKTPUYECTBA, WHbIX PEcypcos,
HeobxoANMbIX AN1A GYHKUMOHUPOBaHUA Mporpammel. HM npu Kaknx obctoaTenbctBax MpaBoobnasatenb He HeceT 0653aTeNIbCTB
nepesn /lnueHsmatom 3a noboit Bpen, GUIMYECKUA UAU KOMMEPUECKUA, HaHECeHHbIh AaHHOW [porpammoli, BKAOYas
YyNyLWeHHYo Npubbiib, NOTEPIO AAHHBIX, YLLEpb penyTaunmn uamn gpyroii No6oYHbIM, AN KOCBEHHbIN Bpes, NpousoLleawmnii us-
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33 MCMOAb30BaHMA MAM HECNOCOBHOCTU MCMNO/Ib30BaHWUA AaHHOW Mporpammbl. TaKKe He NPUHMMALOTCA NPETEH3UWU, WUCKM

Ha nobble apyrme nmyulecteseHHble TPEGOBaHMﬂ JlnueHsnara.

APOYME YCNOBUA

Hactoswee /IMLUEH3MOHHOE cornaweHMe COOTBETCTBYET AEeWCTBYIOLWMM 3aKOHOAATeNbCTBOM Poccuiickolr degepaunn
N MeXAYHapOAHbIMU COrnaleHnaMu. Bce cnopHble BOMPOCHI PELUAOTCA MO B3aMMHOM AOrOBOPEHHOCTM CTOPOH, a €Ccau
cornaweHune He 6bl10 AOCTUTHYTO, TO B CyAebHOM nopsaaKe B MOpAAKe, NpeaycMOTPeHHOM AeMCTBYIOLMM 3aKOHOA4aTeIbCTBOM

Poccuiickont Pepepaumu.

KOHTAKTHAA UH®OPMALUA:

Mpasoobnagatens: 000 «BUNAKC+»

MHH 5902140005 OrPH 1025900518181,

MecTto HaxoxaeHuA: 115162, r. MocKBa, BH.Tep.r. MyHMLMMNAbHbIN OKPYr AKMMaHKa, yAa. MbiTHas, 4.40, k.4, kB. 135
Ten. 8-800-700-20-95

info@vipaks.com
https://vipaks.com
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2. Obuwue cBepeHUA
2.1. [lMonHoe HaMmeHOBaHUeE nporpamMmmHoOro obecnevyeHunn

MonHoe HaumeHoBaHWe: Domination Management Server (LleHTpanbHbIVi cepsep ynpaBaeHus).

2.2. KpaTKoe HaMmeHOBaHWe NPOrpaMmMHOro obecneyeHus

KpaTkoe HaumeHoBaHue: LICY nnu LleHTpanbHbIi cepBep ynpaBieHus.

2.3. TepmWHbI U COKpaLLEeHUA

CokpaleHue/TepmuH PacwudposKa cokpaweHua/OnncaHme TepmmuHa

MK MepcoHanbHbIN KOMMbIOTEP

no MporpammHoe obecneyeHune

AlNK Domination AnnapaTHo-nporpaMmHbIit  Komnsiekc Domination. 3To pelweHune, cocTosuiee
u3 BMAEOCepPBEPOB, cneunannsnposaHHoro NO 1 moaynel BUAEOAHANUTUKU

Bupgeocepsep Buaeocepsep Domination — ycTponcTBO Ans 3anncKu BUAEOAAHHbIX

KoHourypatop suaeocepsepa | MO, npegHasHavyeHHOe A1a HAaCTPOMKKM Bugeocepsepa Domination

CepBep aHa/IUTUKMK MO, npeaHasHayeHHoe AnA 06paboOTKM WM aHanM3a M300parkeHUa c Kamep,
NOAKAYEHHbIX K BUgeocepsepam Domination, 6e3 yyactua yenoseka

KoHdurypatop aHanutukm MO, npeAHa3Ha4YeHHOe ANA HACTPOMKM cepBepa aHaIMTUKN

Knnent Domination KnneHTtckoe npunoxeHwe, npefHasHayeHHoOe ANA MNOJYYEeHUA BUAEOAAHHbIX

(Domination Client) 1 cobbiTuii ¢ Buaeocepsepos Domination

MKM MpaBasa KHOMKa mMbiwn

3. CuctemHble TpeboBaHMA

3.1. MwuHMManbHble cucTeMHble TpeboBaHua K MK

OnepaunoHHasa cuctema: Windows 10 — Windows 11, Windows Server 2012 — 2019, Astra Linux 1.7.2 v Bblwe.
HdononHutensHoe NO: Microsoft.NET 7.

Mpoueccop: Intel i3 530.

OnepatmnsHaa namaTb: 4 GB.

CBob0gHOE MEecTo Ha AUCKe A1A Nporpammbl: He meHee 5 GB.

MNopaepxunBaemble web-6paysepbl: Google Chrome, Opera, Microsoft Edge, Mozilla Firefox.

Domination Client: Bepcua 2.15 u Bbiwe.

Mpw ncnonb3oBaHMKM cepBepa aHaNUTUKK: Bepcua 1.12 1 Bbiwwe.

3.2. TpeboBaHue K Bugeocepsepy Domination

Bupgeocepsep Domination: Bepcma 2.1.4.6 v Bbiwwe.

4, CDYHI-(LI,VIOHaJ'IbeIe XapaKTeEPUCTUKU NPOrpamMmmHOro obecnevyeHun
LICY (LeHTpanbHbIii cepeep ynpasaeHusa) — 31o MO, KOoTopoe ycTaHaB/AMBAETCA Ha BblaeNeHHbIA cepBep M nossonser
aAMMHUCTPUPOBATL CUCTEMbBI BUAEOHAbAOAEHNA, NOCTPOeHHble Ha base obopyaoBaHMa Domination.

OcHoBHble pyHKumM LICY:

1) cospaHue egUMHOro XPaHUAWLLA HAaCTPOEK;
2)

3) norupoBaHuWe AelCTBUIA NONb30BaTENEN;
4)

ynpasaeHne y4eTHbiMn 3anmcamm nosb3oBaTesnei;

pe3epBHOE KONMpoBaHME KaHa/10B BUOEOCEPBEPOB.
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Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

Onsa pabotbl MO LCY ¢ cuctemolt BuaeoHabnogeHns, NnocTpoeHHOM Ha 6ase BuaeocepsepoB Domination, Tpebyetca

npuobpeTteHune SILEH3NN B KONIMYECTBE, PAaBHOM KONMYECTBY KaHaN0B Ha Buaeocepsepax Domination.

Ona pabotbl LICY obnasatenbHo Tpebytotca «/lmueHsuma LCY gna ynpaBneHua nosb3oBatensmu (6azoBas AnLEH3UA)»

M KNtoY 3awmnTbl «Kntou-USB sneKTpoHHbIV ans avueHsnposanua MO LLCY Domination».

InueHsuum:
» nuueHsua UCY ansa ynpasneHua nosib3osatenamu (6asosasn anMueH3sus);
» nuueHsua LUCY ana moHMTOpUHra AeUCTBUI Nosb3oBaTenei.

Ecnaun annapatHoro USB-Katoua ¢ anueHsnel HeT, To nocse ycTaHoBKKU LICY OTKpbIBaeTcs B AEMOHCTPALMOHHOM peXxnme

C AeMO-NLEH3MEN (aanee No TEKCTY — AeMO-Pexnm). [leMo-pexkum Mno3Bo/ifieT 03HAKOMMUTLCA C OCHOBHbIM (GYHKLMOHAIOM

CUCTEMBI.
B AeMO-TNLEH3MM AOCTYMHbI:

= 16 KaHaN0B, KOTOPbIE MOXHO HAa3HAYMUTb NO/Ib30BATENAM A1 MPOCMOTPA;

= 1 KaHan Ans pes3epBupPoBaHUA.

3anucb nora AeNCTBMIA MO/Ib30BaTesIen B AeMO-pPeXNME HeaoCTynHa. [JocTyrneH ToNbKO NPOCMOTP /10ra, KOTOPbIA MOr

6bITb 3anuMcaH npu Haan4ymn NONHOLLEHHOM NNLEH3NN.

5. HacTtpoiika nporpammHoro obecneyeHus
5.1. HacTtpoiika Active Directory gna pa6otbl ¢ LCY

a Ecnun He naaHMpyeTca MCnonb3oBaTb ayTeHTUdMKALUMIO ¢ nomolbto Active Directory, To nyHKTbI 5.1 1 5.2 Hy»KHO

NpPoNyCTUTb.

[ns BKAOYEHNA ayTeHTUGMKaunm yepes Active Directory Heobxoanmo f06aBUTb aTpMbBYTbl NOAL30BATENAM Ha cepBepe

Active Directory. A Take co34aTb Nonb30BaTeNa AomeHa (Hanpumep: «dominationServiceAccount») U 3aNOMHUTL €ro Naposb.

B aanbHeliwem naponb noTpebyeTca nponucats B dpaiisie KoHoUrypauumu appsettings.json.

MyTb fo daiina appsettings.json Ha Windows: C:\ProgramData\Vipaks\Domination Management Server

MyTb oo daina appsettings.json Ha Linux: /var/cache/vipaks/DominationManagementServer

Nor-¢ainbl o pabote LLCY HaxoaaTca B TOM e ANPEKTOPUM B nognanke logs.

5.2. CospaHue aTpubyTtoB ana Active Directory
BbINoONHUTL B cmd.exe KoMaHAabl:

regsvr32 schmmgmt.dll

mmc

B oTKpbiBlemcs OkHe « KoHconbl — KopeHb KOHconu» BbibpaTh «Paitn» — «[L,o06aBUTb NN YAANUTD OCHACTKYY.

- O

Kownconel - [Kopens konconnCrema Active Directory [ADController.mydomain.com]i...
®ain  Adefictene  Bug  MsBpawnoe Owno  Cnpaexa
4@ Cozpate Ctrl+N
3 OTKpbITE.. Ctrl+0 Wrs A
v CoxpaHuTe CTRL+S B account
CoxpaHuTs Kak... B aCSPolicy
JoBagnTe WK yAZANTE DCHACTKY... CTRL+M “TiaCSResour
Napamerpe: S aCSSubnet
? Pt “1 addressBoc
1 C:\Windows\system32\dsa “1.addressTer
2 C\Windows\system32\dnsmgmt =12 applicatior
3 C:\Windows\system32\compmgmt “Lapplicatior
4 C\Windows\system32\comexp *T.applicatior
=12 applicatior
Beixog ST applicatior
S8 attributeSce
ST bootableDs
3 builtinDorr
BT categonyRe »
£ >
[N0380NAET A06ABNATE OCHACTKN B KOHCOb MM YA3NATE WX,

Jeiicrena

JononnuTen. |
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Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

B okHe «[lo6aBneHune U yaaneHne oCHACTOK» HaiiTu «Cxema Active Directory» 1 HaxaTb «[406aBuTb >». MoATBEPAUTL
OeNCTBME, HaXKaB Ha KHOMKY «OK».

AoBaeneHue n yaaneHne ocHacTok X

Bul MOXeTe BI6paTh OCHACTKY ANS 3TOM KOHCOMM M3 AOCTYNHBIX HA KOMNLIOTEPE OCHACTOK M 3aTeM HACTPOUTL UX. Ans
DPACLIMPAEMBIX OCHACTOK MOXHO HACTPOTL Tpebyenoe pacumperie.

LOCTYNHbIE OCHACTKM: BuibpanHbie ocHacTKM:
Ocractka Nocrasumx A (] Koperis KoHconm VisMesTb pacuipeHis. ..
o,
24 Cnyx6Bbl KoMnore... Micosoft C... Yaanuts
[©| Casinka Ha Bebp... Microsoft C...
Microsoft ...
TenedoHna Microsoft C... Baepx
& yrpasnerme TPM  Kopriopaui... =
’ M3
g Ynpasnenue rpyn... Kopnopaw... 006 )
@ YnpasneHue AucK... porpaMmH...
;;“eraanenwe KoMn... Microsoft C...
{fa Ynpasnenue neva... Kopropawi...
Ynpaenexue nonn... Microsoft C...
i Ynpasnsiowwii an... Microsoft C...
#a Wabnoww: Gesona... Kopnopawt...
i'3nemenT ActiveX  MicrosoftC... fonopHensHo...
Onucatme:
MpoaoTp v peaaxTipoBaHie cxembl Active Directory

[Coc ][ ome=

B okHe «KoHconbl — KopeHb KOHCconn» packpbiTb «Cxema Active Directory» 1 «Knaccbi». Haxkate NMKM no anpektopumn
«Knaccbl», panee Haxkatb «Co3paTtb Knacc...».

ﬁ Korcons1 - [Kopenb kornconntCxema Active Directory [ADController.mydemain.com]] — m] X
E @aiin  [Jeictene  Bug UWsbpannoe Oxwo  Cnpasxa - 8 x
e 7w d=| BE

[ Kopetib konconm Al Yms [evicrena
~ 3 Cxema Active Directory [ADController.mydomain.com] |
v [iKaacea
o ac Co3aaTe KAACC...
=2 at
B at
= at Hogoe okHo oTcroaa
o0 ac
B3 a OBHoeuTs
Tt
o5 o),
“12 applicationSettings
S72 applicationSiteSettings
912 applicationVersion
H72 attributeSchema
972 bootableDevice
572 puiltinDomain
912 categoryRegistration vl ¢ 3

Coﬁm HOBBIN Kacc

[ Knacew Aononnnten.. »
= ArpubyTs

Cosaate >

B oKkHe «Co3AaHMe HOBOrO K/1acca CXembl» HEOBXOAMMO BBECTU CNefytolLMe AaHHble:

Obuwee ums: classDomination

X500-k00 o6vexkma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.1.1
Tun Knacca: Ocobwili

Co3aaHue HOBOTO KNACCa CXEMbI X
Mnenmouikawa
Obwee uma: [dass Domination }

Besommvoe uva LDAP: [dass Domination }

X500-on 06 bexTa: ‘1.2.840.113556.1.8000.2554.80261.3517‘

Orwcanwe: { |

Hacnenosatve n vn

Knacc-poaurens: [ ‘

Tvin knacca: OcoBbiit v

< Hasan Omvera Cnpaska
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Domination

PYKOBOZCTBO LLEHTPa/IbHOTO cepBepa ynpasBaeHus

HaxaTb «[anee», 3aTem «[oTOBOY».

B cnucke «Knacebi» y knaccos «domain», «user» v «group»:

1) yvepes MNKM BbibpaTtb «CBOMUCTBAY;
2) Ha BKnagKe «OTHOLWIEHMA» HAMPOTMB CNMCKA «BcnomoraTenbHble KAaccbl:» HaxKaTb «[,06aBUTb...»;
3) BbIOpaTb cO34aHHbIN paHee Knacc «classDominationy;
4) HaskaTb «OK».
[Otuwe | Omouers | Arputyme [ 6 noy i [O6ume| O [ Aty [ & o ywomarawo |
L] ‘
T - "= .
.5‘. user
Fl
Knacc-pomrens ‘lop J Knaccpomrens: [lop I
Bonomorarensisle R T N | Socasums... Benowor. (cassDomnation | }
Bcnced chsios aTensHoie e [LoGasums...
[ Yaanem, | PR
Bosmoxreit crapumit: |domain [ludunL.. Boamoxrei cTapwnit: | buitinDomain A‘ﬂoﬁnﬂ!
ation E Bosmoxrbiit CTapwmi Domain
S — SomaDNS | —— S prasiir Bocanue. |
LTS msDS-AzAdminManager v} 2 organizational Unit
J meNS.Ar Annhiratinn 1

o Ampubym «DomAuthServer».

HaaTtb NMKM no gupektopun «ATpubyTbl», Aanee BbibpaTb «Co3/aTb aTPUBYT...».

[ Komcons1 - [Kopers komconu\Cxema Active Directory [ADControll

K

@ Qoiin Jeiicreme Bua Usbpannoe Oxno Cnpaska
e 2mE .= Hm

erversContainer
serviceAdministrationPoint
erviceClass

3 serviceConnectionPoint

1 servicelnstance

2 shadowAccount

=12 simpleSecurityObject
=3 site

B2 sitelink

=1 siteLinkBridge
B2 sitesContainer
»
2
=

12 storage
% subnet
% subnetContainer

erver ~

Wma

L. msDS-KeyCredentialLi...
L. msDS-KeyPrincipalBL
L. msDS-AuthNPolicySil...
L. msDS-AssignedAuth...
L. msDS-AssignedAuth...
L msDS-SyncServerUrl
Lf msDS-PrimaryCompu...
L7, msTsSecondaryDeskt...
L. msTSPrimaryDesktop
L/, msPKi-CredentialRoa...
L. msDS-ResultantPSO

L. msDSs-Authenticated...
L?. msTsinitialProgram

L. msTSWorkDirectory

L. msTSDefaultToMainP...
L7 msTSConnectPrinterD...
L. msTSConnectClientOr...
L/, msTSBrokenConnecti...
L/ msTSReconnectionAc...
12 TGt dtaTime

Tun

Aononnu...
Bononwm...
Dononmm...
Bononum...
Aononnm...
Dononw...
Aononmm...
Aononmm...
Aononnm...
Dononmm...
Aononuu...
Aonoanu...
Aononnm...
Aononn...
Bononm...
Aononum...
Bononmm...
Aononmu...
Bononm...

o
5
]
H
>

PP PPPPEREPRRPEERERREY

B okHe «Co3aaHue HOBOro aTpubyTa» BBECTV C/lefyloLime AaHHble:

Obuiee umsa: DomAuthServer
X500-k00 ob6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.1
CuHmakcuc: Cmpoka KOHUKoda

Makcumym: 1024
MHo203HayHbIlb: Hem

KpyrnocyTouHas
TexnonnepKa:

8-800-700-20-95



Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

Co3aanue noeoro atpubyTa X

| a Cosnarue Hooro obvexra-ampubyra
Waermigwmauna

Obuwee ys DemAuthServer

Bomopwaoe wmn LDAP: [

X500+o0n obvexTa: 1.2.840.113556.1.8000.2554.60261.
Ormcarme

Cimraxcuc u granason

Cwwitaxcac: Ctpoka OHuKoAa v
My

Maxcymym: 1024

[[] Meorossassmit

Omena Cnpasxa

[OnA coxpaHeHWA AaHHbIX HaXaTb Ha KHOMKY «OK».

o  Ampubym «DomPermission».
HaaTtb [MTKM no ampektopun «ATpubyTbl», Aanee BbibpaTh «Co3[aTb aTPUBYT...».

Obwee umsa: DomPermission

X500-k00 0o6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.2
CuHmakcuc: Cmpoka FOHuKkoOa

Makcumym: 4096

MHo203Ha4HbIl: da

1 Ob6sa3amesnbHO HY#HO NocMasums ommemeky 8 Yekbokce « MHO203HAYHbIU».
[OnA coxpaHeHUA AaHHbIX HaXaTb Ha KHOMKY «OK».

o  Ampubym «DomAnalyticsPermission».
HaaTb MMKM no ampektopun «ATpubyTbl», Aanee BbibpaTh «Co3paTb aTPUBYT...».

Obuwee umsa: DomAnalyticsPermission

X500-k00 ob6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.3
CuHmakcuc: Cmpoka KOHUKoda

Makcumym: 4096

MHoeo3HayHbIl: a

1 Obsa3amesnbHO HY#CHO NocCMasuMb ommemeky 8 Yekbokce « MHO203HAYHbIU».
Ona coxpaHeHNA AaHHbIX HaXKaTb Ha KHOMNKY «OK».

e  Ampubym «DomUseAuth».
Haxatb MKM no gupekTopun « ATpubyTbl», aanee Bbi6paTb «Co3aaTb aTpUbYT...».

O6buwee umsa: DomUseAuth

X500-k00 ob6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.4
CuHmakcuc: Cmpoka KOHUKoda

Makcumym: 1024

MHo203HayHbIl: Hem

[na coxpaHeHMA AaHHbIX HaXaTb Ha KHOMKY «OK».
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Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

e  Ampubym «DomSubjectProperties».
HaaTtb MMKM no ampektopun «ATpubyTbl», Aanee BbibpaTh «Co3[aTb aTPUBYT...».

Obuwee umsa: DomSubjectProperties

X500-k00 ob6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.5
CuHmakcuc: Cmpoka FOHukoOa

Makcumym: 4096

MHoeo3HayHbIl: Hem

[ns coxpaHeHWa faHHbIX HaXKaTb Ha KHOMKY «OK».

e  Ampubym «DomProfile».
HaxaTtb MKM no gupektopun «ATpubyTbl», Aanee BbibpaTb «CO3AaTb aTPUBYT...».

Obuwee umsa: DomProfile

X500-k00 ob6vekma: 1.2.840.113556.1.8000.2554.60261.35177.16306.19442.40185.2384456.12562999.2.6
CuHmakcuc: Cmpoka FOHukoOa

Makcumym: 1024

MHo203HayHbIl: Hem

[OnA coxpaHeHUA AaHHbIX HaXaTb Ha KHOMKY «OK».
Janee HeobxoanMo BepHYTbCA B OKHO «KOHconbl — KopeHb KOHcONU Y.

B aunpekTopumn «Knaccbl» HaliTu co3gaHHbIi Knacc «classDomination». Yepes MKM BbibpaTh «CBoicTBa», Nnepemntu
Ha BKNAAKy « ATPMBYTbI».

Ceoiictea: classDomination ? X

Obwve OmHowerma ATPUBYTH!  BesonacHocTs Mo yMonuaHuio

o=
-

classDomination

O6sasatensHo:

Dononnmtenso: | domAnalyticsPermission No6asuTs...
domAuthServer
domPemission AT
domSubjectProperties =
domUseAuth

Omvena MpumernTs Cnpaska

HanpoTus cnucka «[Lono/HUTeNbHO:» HaxaTb «[4,06aBUTb...».
[Job6aBuTb co3gaHHble paHee aTpubyTbl DomAuthServer, DomAnalyticsPermission, DomPermission, DomUseAuth,
DomSubjectProperties, DomProfile.

HaskaTb Ha KHOMNKy «OK» 1 nepesarpy3sutb cepeep AN NPUMEHEHUA USMEHEHMUIA.
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Danee HeobxoanMo OTKpbITL «Active Directory — nonb30BaTeNn M KOMMbIOTEPDI».

2 Acthve Directory - honesoeeTen m Komnwrepes
Osin Aeicrive Bua Copaexa
o 2M L0XDE Bm IR TYENR
3 Nonsorarens i xomorepas Active Oeect|| i Tan Oncose
B Comparemuniepocis 3, utrs Momsossrem
%308 ROV 2 Momscesren YUETHAR JANHCH PONUSORITENS, YIPILAREAIAS CHCT...
1 Buittn 2
B Dnsdmins Fpyna - Rovaranan... T
Compuies B OnsUpdateProry Ppynne -
31 Domain Coatiolers
1 ForeignSecurtyProcipals & domination Momsscesrem
D Kepe 8 b Manow Nomsoasrer
) LosthndFound ) inbtgt Monssossrers Yuernaa sanmce cyatiu KDC
| Managed Senice Accounts R Protected Users Tpynns - Trobanwnas @
Program Dats test Momsoearer
1 System B wbontuuses Monescesrer
| Usess B Agumncrparcp .
3 NTDS Quotas B, Apwnmcrpatope DHCP Tpynna 6e3onacnocT - Mloxamman... Yaerel, WMEIOLINE MMACTPETHENERR A0CTYN & C.
1 TPM Devices R Ansmacrpetopw sosstn Fpynoa - Enobanwmas
o Fpynns - TnoBanumas  “nersi STOH TPyNNS! MOTYT ERIONATS AZAMMIACT...
Tpynos - Yomepcan—. nerest TG (pyTINGL MOTYY ERITOAWATS AMUMACT.
B AspunncTpatcpm npeanpraTin pynna Ywmsepcan.. npeanpuane
R Apmvsacrparopus s " - Vimepcan ot
o < Fhobannas  atrest TGR FyNIee MOCYY HIMIATE FRYTINCEYYD -
D, Famaes Peser Momscsirem
B rocm aomen Tpynna Besonacnocr - Fnobanwmas  Bee roctn aovens
 Focn
R rpynec Tona RS pes
Bromnac pynna Nocarwan.. Mapo pentunmp...
B Msasrenm ceprwpmnaroe Fpynns Gesonacocrn - Nlokamsian... Wnerest SToM rpynInes MoryT MySinwessars ceprudn
Fpynoa ~noBanwNAR  Untret TR PyTITML, ABAROUINC KENTHOAMES.
B Komnmorepu aomena Tpynna - Tnobanenas B 3
B Komtponnep gomens Tpynna - hobanwan
- Fpynna - Cnobanenaa  Wnera STl YNNGl AEARITES KONTPONAEPSM A.
| tome.. Tpynna - Yiontepcan... Sntwet SO Pyl ABARKTCA KONTROERONM &,
< > || 8 Nomsosarenn DHCP Tpvnna Gesonacnocm - floramman_. Ninered, wuerouse AccTyn & cayatbe DHCP Tonuee.

Haiitn 8 gomeHe gupekTopuio «Users».

Yepes MKM Bbi6paTh «[lenernposaHue ynpasneHua», B OTKPbIBLUEMCA OKHE HaxKaTb «[,06aBUTb...».

MacTep AEAErMpOBaHWA YN PABAEHWA X
MNommsoBaren s rpymne: I
BeiGepyTe nonbs08aTENS MM MPYTINBI, KOTOPLRM Bbl XOTWTE OENErMPOBaTL b
YIPEBNEHWE

BrifpaHHbBIE NoONE30BATENM W FEYNNGE

Nofasums.... Yaams

< Hasan ' Oanee > | Omena | Crpasxa

Bnucatb B none uma «CepBUCHOro nonb3osBatensa» LICY (ecnv nonb3oBaTenb He co3faH, TO cO34aTb NO/Ab30BaTens
[OOMEHA; ero HasgaHMe MOKeT 6bITb NPON3BOAbHBLIM, Hanpumep: «dominationServiceAccount»). B npumepe 3To nosib3oBaTesnb
«ubuntuuser». Oanee HaxkaTb «OK».

Buibop: "Monbsosatenn”, "Komnetotepsr” uaum "MNpynnet” X

Beibepute TMn o6bekTa:
l"ﬂonbsosarenu". "I'pynnbi” unu “BeTpoeHHbie cyGbekTsl 6esonacu(| ' Tuns! 06bEKTOS.... '

B coeayowem mecre:
Imydomain com I Pasmewenue...

BeeamTe umena sbibpaembix 06beKTOB (Npumepsl):
ubuntuuser (ubuntuuser@mydomain.com)| MposepuTL MMEHa

e e
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Domination PYKOBO/CTBO LEHTPabHOTO cepBepa ynpasaeHus

B okHe «MacTtep generuposaHua ynpasaeHuUa» B nyHKTe «[lenerupyemble 3agaumn» sbibpath «Co3aath ocobylo 3agauy
ANA AeNernpoBaHmna», HaxaTb «[anee».

Macrep aenerupoeanus ynpaenenma X
[enervpyembie sagawm
Bbi moxeTe BoiBpaTs 00bNHbIE 33A3YM MAW HECTPOMTE 0cobble, \l, N

(O Deneruposams cneayiowme obbiuHbie 33834:

[[] Cosnarue, yaanerue 1 ynpasneHie yueTHbIMM SaNUCAMM NONE30B3 A
[] MepeycraHosums naponu nonb3osaTened 1 yCTAHOBUTS U3MEHeHIE
[[] Yrerme unpopmaLsm o scex nonbsosaTensx

[[] Cosnarue. yaanesue 1 ynpasnesme rpynnamm

[[] Wsmererue unexcTea 8 rpynnax

[[] Cosnarue, yaanenue v ynpasnerne yueTHbIMM 33NMCAMM inetOrgPe!

[] Nepeycrarosums naponu inetOrgPerson 1 ycTaHoBUT: UaMeHesne n Y
< >

@Tosaam ocobyto 3334y ANK AENErMPOBaHNE

< Hasan Oanee > Omvena Cnpaska

Bbi6bpaTb NYHKT «TONIbKO caeAylowmmm o6bekTammu B 3TOM nanke» u oTmetuTb B Yekbokce knacc «classDominationy».
3atem HaxaTb «anee».

MacTep aenernpoBaHng ynpaeneHua X
Tun o6bexta Active Directory I
Yikaxute 06nacTs NPUMEHEHUA 330344, KOTOPYIO Bbl XOTUTE JENEMMPOBaTL. \H.

[enervposats ynpasneque:

() 3T0# nankoit, CyWecTBYIOWMI B Heil 00 bEKTaMM 1 COSABHNEM HOBSD 00 BEKTOB B
3o nanke

(®) ToNeKo CREayoWMIA 05BEKTaMH B ITOMA Nanke:

[] boctableDevice ofwexros A
D certificationAuthority oGbexTos

[¥] classDomination o6vextos

[] dnsZoneScope ofbekTos

[] dnsZoneSecopeContainer ofvextos o

[ Cosaam & 370 nanke ssifipantsie ofbexTol

[ ¥mamums us 270 nanku esifiparHsie ofbextsl

cton omes | | v

B cneaylowemM OKHe HYXHO OTMeTUTb B YeKBOKce MyHKT «PaspelueHUAa ANA CBOMCTB», TaKXKe YCTaHOBUTb OTHETKM
B YeKbOKcax Ha «YTeHue» 1 «3anucb» AN15 BCeX aTpMBYTOB. 3aTeM HaxKaTb «fanee» 1 «FOTOBO».

Macrep aenermpoeanna ynpasnenua X
Paspewetmn I
BoibepuTe paspelueHia, KoTOPbIE Bbl XOTUTE ASNErMPOBATE. ) N
Orofpaxams cnemyiolne paspeweHna:
Obwme

] Paspewenus ans ceoitcts
[ Paspewenns AnA coSA3HUA MNM YIANEHUA AOMEPHIX 0B BEKTOB

Paspewenus:
3anmce domAuthServer A
Yretme domPemission
3anuce domPemission
Uretie domProfile o

< Haszan Otvena Cnpaska

Takum o6pasom bbian ycnewHo gobasneHsbl aTpubyTbl ana paboTbl LICY 1 co3gaH cepBUCHbIN Noab30BaTe b 4s paboTbl
c aTpmnbyTtamm.

KpyrnocyTouHas 8-800-700-20-95 12
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5.3. [No6asneHue npasun 8 firewall

Y106bI paspewnTb ceTeBOM A0CTYN K 3k3emnaapy PostgreSQL u LICY ¢ Apyrnx KOMMNbIOTEPOB, HYXKHO CO34aTb NpaBuna
B paiipsone. Co3paTtb NpaBuIa MOXKHO Yepes «KKOMaHIHYIO CTPOKY».

N5 3TOro HY}KHO 3aNyCTUTb KOMaHAHYH CTPOKY OT UMEHU aAMUHUCTPATOPa U BBECTU KOMAHAbI:

netsh advfirewall firewall add rule name="Postgre Port" dir=in action=allow protocol=TCP localport=5432

netsh advfirewall firewall add rule name="LCY Port" dir=in action=allow protocol=TCP localport=8000

netsh advfirewall firewall add rule name="LCY Port" dir=in action=allow protocol=TCP localport=8001

lpe:

rule name — uma npasuna,

localport — paspeLueHHbI nopT.

Mocne npumeHeHWs KomaHg, B 6paHamayape Windows noaBaATcs HOBble pa3peLuatolime npasuaa 418 nopTos.

& Monwrop Bpanamayspa 3awmmmca Windows & pexyime no i BesonacrocTi

®ain  [Jdeiictene Bua Cnpaexa

e 2@ = HE

&3 Mpaeuna ana Bxogauyx no, |

I} Mpaswna ans Mcxopmugro 1 Vina pynna TNoxaneweti nopt Mpodune Brrouero Aeiictene Yac A
8 Mpasuna GesonacHocru no| [/ Postgre Port 5432 Bee Ba Paspewnms  He
B Habroperne | Obrapyxenue kawmnpyrowms y2nos Bran... BranchCache - obrnapyxen.. 3702 Bce Her Paspewnre  Her
Monyyenwe cogepxumoro BranchCache ... BranchCache - nonyuenne ... 80 Bee Her Pazpewmre  Her
Cepeep pazmewienHoro kawa BranchCa... BranchCache - cepeep pazm... 20, 443 Bce Her Pazpewmme  Hel
& mDNS (UDP-In) mDNS 5353 UYacTmeiii Aa Paspewte  He
mDNS (UDP-In) mDNS 5353 Aomen, O.. Her Pazpewwme Hel

5.4. HacTtpoitka KoHUrypaumoHHoro ¢alina appsettings.json
dain appsettings.json HaxoaUTCA B KOPHE ManKM ¢ NPorpammon.

CeKuua aNA HACTPOMKKN HoOMepa nopTta cay6bi LICY.
Mo ymonyaHuio ykasaH nopt 8001.

"Kestrel": {
"EndPoints": {
"Http": {
"Url": "http://*:8001"
}
}

}

CeKuua ANA HACTPOIKM HOMepa NopTa, No KoTopomy Bugeocepsepbl Domination 6yayT noaknatodatbea K cayxbe LICY.
Mo ymonuaHuto yKkasaH nopt 8000, B 60/1bLIMHCTBE C/IY4aEB €10 MOXKHO OCTaBUTb HEU3MEHHbIM.

"DominationListener": {
"AddreSS": "k n,
"Port": 8000

}

CeKuusa ana HaCTPOMKK nornHa v napons WEB uHtepdeiica agmmuHuctpatopa cayx6oi LICY.
"Admin": {

"Name": "admin",

"Password": " admin "

}

romonneme,8-800-700-20-95 13
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CeKuua ANA HACTPOUKM NAapPaMeTPOB NOAKAKUYEHUA K AOMEHY npeanpuaTus.

B MHCTPYKLMM MCNONb3YHOTCA Ceaytowme NceBaoHUMbI:

— cd.domain.com — KOHTpoO/ANEP AOMEH],

— ServiceUser — nonb3oBaTesb C NpaBaMun peaakTMpoBaHuA aTpubyToB B JOMEHE,
— ServiceUserPassword — naponb ana nogkatoueHus ServiceUser.

"LdapConnection™: {
"Address": "cd.domain.com",
"Port": 389,
"Name": "ServiceUser",
"Password": "ServiceUserPassword",
"Domain": "DOMAIN",
"RootDistinguishedName": "DC=domain,DC=com",
""RootGroup": "OfficeUsers"

CeKuua ANA HACTPOUKM NpoBaiiaepa AaHHbIX.
[ns paboTbl ¢ ponamu 1 nonb3oBaTensamm Yepes Active Directory Hy»KHO yKasaTb as1a nonsa Users 3HadeHune AD.
[ns paboTbl Yepes 6a3y aaHHbIX PostgreSQL ykasatb DB.

Mone Servers U3meHATb He TpebyeTca.
UserCacheUpdatelnterval otBevaeT 3a MHTepBan obHOBAEHMA (B MMHYTax) CnMcKa mosb3oBaTenein, ponen m3s Active
Directory.

"StorageScheme": {
"Users": "AD",
"Servers": "DB",
"UsersCacheUpdatelnterval™: "10"

}

CeKLMA HACTPOMKKN NapameTpPOB NOAKNIOUYEHUA K 6a3e AaHHDIX.
"DataBaseConnection": {
"DataBaseName": "ENTERPRISE_STORAGE",

"User": " ",
"Password": " ",
"Port": 5432,
"Host": "",

"Logging": "false",
"EnableSensitiveDatalLogging": "false"

Ecnn 6a3a gaHHbIX Ha cepBep YCTaHOBNEHA BMEpPBble, TO HYXXHO 3a4aTb CAeAyolmMe 3HaYeHUA NapamMeTpos:
— User = «postgres»,

— Password = naponb, KOTopbll 6bln yKa3aH Npu yCTaHOBKe,

— Port = Homep nopTa, KOTOPbIN BblN yKa3aH NPU YCTaHOBKE,

— Host = ip-agpec KomnbloTepa, Ha KOTopbi 6blna yctaHoBneHa CYB/A.

Ecnu 6a3a AAHHbIX yXKe 6bina YCTaHOB/1€HA, TO HeO6XOAMMO MCMONb30BaTb MMetoLWMeca yYETHbIe AaHHbIe.

KpyrnocyTouHas 8-800-700-20-95 14
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CeKuua oNa HaCTPOMKM NanKu XxpaHeHus npodunein Ana BUAEOKANEHTa.
Mo yMONYaHMIO COXPAHAETCA B KOPEHb NPOrpammbl.

"ProfilesStorage": {
" F0|der": mwn

}

CeKuMA ANA HACTPOUKM YPOBHA IOTMPOBaHUA cO06LLeHMI
"Serilog": {

"Using": [ "Serilog.Sinks.Console" ],
"MinimumLevel": {
"Default": "Debug",
"Override": {
"Microsoft": "Warning",
"System™: "Warning"
}
2
"WriteTo": [
{"Name": "Console" }

]l

"Enrich™: [ "FromLogContext" ]

}

CeKuua HacTpoiiku cepsuca Elastic.
"ElasticConfiguration": {

"Uri": "http://localhost:9200"
}

CeKuuA HaCTPOMKM cepBUuca Swagger.
"SwaggerConfiguration™: {
"UseSwagger": true

}

A dain KoHdurypaumm appsettings.json Heob6xoaMMo coxpaHsaTb B KogupoBke UTF-8.

@) 2ppsettings —Bnoxmor

®ajin_Mpaska_dopmar_Bra_Cnpaska

" Coxparerne x
< © 4 > 3rorromneorep > Aocymerme > appsettings AD v o O Monex o appsettings AD
Ynopagounts v Hosan nanka =- @
8 3ot comnuiorep VM - et wameneHA Tun Pazuep

1§ Buaco

Her 371eMenTos, YAOB/IETB0pAOILI YCNOBMAM NOHCKa,

& Maobpaxenna
D Mysbica
B O6vemnsie obw
I Pabouwi con
i Mokanbuil ane
= INFO (D)
& CD-puexoeop F
- HOBGIV TOM (G
= termn Nwinakel, ¥

Vs paiina:

appsettings

Tun daiina: | Texcroseie AokymenTsi (*tet)

A CipeiTs nanku

Otmieria

KpyrnocyTouHas
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5.5. HacTtpoiika aBTomaTuyeckoro Bxoaa B Domination Client yepes Active Directory
[na BknoveHMA aBTomaTuyeckoro exona 8 Domination Client c nomoubto yueTHol 3anucu Active Directory Heobxoanmo
BbINOJ/IHUTb CeayloLLee:
1. 3antn B «Active Directory — nonb3oBatenum u KomnbloTepbl». Yepes MKM no HasBaHWiO AoMeHa BblbpaTb
«CBoiicTBa».

= Active Directory - nonb308aTeNM U KOMNBIOTEPLI
Qaiin  [eiicteme  Bug  Cnpaska
L AR ENERCIETN ool B N R &=

] Monesosarenu n komnetotepbl Active Direc

Wmsa
[ Builtin

| CoxpaHeHHble 3anpocsl
4 renat.loc~!
—r [enernposanme ynpasneHms...

» [ Comy Haittu... i
= i
> &1 Dom: CMEHWTE AOMEH...
> [ Foreit
| Keys CMEHWTb KOHTPONNED AOMEHA...
> =l
» [ Losta MoBbICHTL pexkum paboTel AOMEHa...
» [ Mane Xo3sesa onepauuit...
< p
g rogt Cozpate >
> [ Syste
s 3] tester Bce sagaumn >
> J Users Bua s
» ] NTDS
> ] TPM O6HoBuTh

3KCNOPTUPOBATE CINCOK...

Cnpaska

2. Bo Bk/iagke «PepaKkrop atpubytoB» HaiTh aTpmbyT «domAuthServer» n nponucatb IP-agpec LICY.

Active Directory - nonssoeatenu v

®aiin  [Jeiictene Bug Cnpaeka
el pnFE o Bz BmPaETER

] Monesosatenn u komnstotepe! Active Direc|| g
“| CoxpaHenHbie 3anpocet

v 3 renatlocal j ‘B_uiitin
Csoiictea: renat.local ? X
i Obme O6bekt B PenakTop aTpubyTos
> | AtpubyTo!:
i AmpubyT 3naverive A

displayNamePrintable ~ <He 3anaHo>
distinguishedName DC=renat,DC=local
domainPolicyObject <HE 334aH0>

BT CTTeee :
domSubjectPropetties  <He 3agaHo>

domUseAuth <He 3a3paH0>

dSASignature {V1: Flags = Ox0; LatencySecs = 0; DsaGuic
dSCorePropagationD... (x0=( )

eFSPolicy <He 3apaHo>

extensionName <He 33aaHo>

flags <He sanaHo>

forceLogoff {wcor na) &

< >
Wsmerums PunsTp

]

A Ecnu B cBOWCTBaX HeT «PegaKkTopa aTpubYTOB», TO HYXKHO BbIBPaTh «BuA» — «,0NONHUTENIbHbIE KOMMOHEHTbIY.

] Active Directory - no/1530E3TENN 1 KOMABIOTERE!
®aiin  Aeiicrenell Bug | Cnpasxa
= ‘ [a] | JoBaBNTE UK yAZANTE CTONBUEL...
] Monesosatenn i Kpynnere
» [ Coxpanerne Menkue
v H& re_nat.local T
3 [ Builtin
= Tabnnua
> [ Computy
> [&] Domain [oNB30BaTENN, KOHTAKTEL MPYNNbI M KOMIBHITEDS! KAK KOHTERHEDEI
> [ Keys
o 7 LostAndl 2paMETpEI PUABTPA...
» (7] Managec HacrponTe..
= o
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3. B LUCY HaBeCcTM Kypcop HA HYXHOro mnonb3oBaTend WAWM pPoOab W HaXKaTb IZ' Bbibpatb «U3MeHUTb»

nnn «PefaKTUPOBaTb POJIb» 1 NOCTAaBUTb OTMETKY B YeKbOKce HanpoTue «Mcnonb3osaTb cepBep ayTeHTUDUKaLUN Y.

PepakTupoBaHue poau

Mpochune

I MCnonb30BaTs cepBep ayTeHTUUKELIMK I

3AKPbITb

A Job6asneHne nonbsosatensa u ponu B LICY nponssoautca yepes Active Directory.

6.

[ns yctaHosku LCY Heobxoaumo:

1. CKauaTb gMCTpUbYTMB MO CCbiKe:

YcTaHOBKa nporpaMmmHoro obecneveHunsa Ha Windows

https://vipaks.com/support/download/domination-management-server/

2. PacnakoBaTb NOJIy4eHHbIN apXMB.

3anyctutb pain yctaHosku Domination Management Server.

OTKpoeTCA OKHO MacTepa YCTaHOBKM, /1A MPOAO/IKEHUA YCTaHOBKM HEOBX0AMMO HaxaTb «Janee».

Server

Bepcua 1.1.1576.0

D0mln8ti0n management server *

Bac npueeTcTBYeT MacTep ycTaHoBKWM Domination Management

HaxMuTe KHoMKy fanee yToGbI NpoAONHKWTE YCTAHOBKY

KpyrnocyTouHas
TexnonnepKa:

8-800-700-20-95
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MNocne atoro n0Tpe6yeTcn O3HAaKOMWTbCA U NPUHATb YCNOBUA NINLEH3MOHHOIO COrlalleHna, NOTOM HaxaTb «[lanee».

. . X
Domlnatlon management server
JILeH3MOHHOE cornalledme

HacTosutee /ALEHaNGHHOE COMAlLIEHNE ABARETCA JOKYMEHTGM, DEryAMpYIOLLM
NpagM/ia MCO/b30BaKMA NPOTPaMMHOTe NpoaykTa domination (ganee
«porpammas) AMLOM, 0BA2AZIOLIM NPAEOMEPHO MarOTOBNEHHBIM 1
BBEAEHHLIM B TPaXAaHCKMIA 060POT 3K3EMNARPOM A3HHOTG NPOAYKTA
(«/luueHanaToms).

HacToAwee J/IMUeHz1OHHOe COTalueHe ASHCTRYET B TeUEHHME BCEro CPOKa
skcnnyaTauuy Nuienzuatom MporpaMibl /i HaxoXaeHNA y Hero
sksemnnApoe Mporpamib. YcraHaennean Mporpamuy, ocyLecTERAA ee 3aMCs B
namats 3BM, /laLeHzuaT npuaHaeT Npasnna HacToAero JIMUeHsoHHOre
COTN3LWeHNA.

Mo HacToAwweMy JIHLEHZHOHHOMY COTAWEHNKD JIMLEHZMAT NOYJYAET NPaBo
Vcnons30eaTs Mparpamiy cnocoBamm, GNMCAHHBIMIA HIDKE.

ABTOPCKME MPABA

MPOrPanMa SaUIMLLEHE HALMOHANEHbIMY 33KOHAMM 11 MEXAYHAPOAHSIMM
CornalwenHuAMA 06 SBTOPCKOM Npase. Bee NCKGUHTENBHEIE aBTOPCKME NPaBa Ha
Mporpammy NpKHaANEXET NpaEcoBnadaTento. Moy DACNROCTDAHEHKY

A NPUHUMatD YCAOBUA TMLEHIUOHHOIO COrNALLEHUA |

HanbHelwmne pgeincteua no ycrtaHoeBke 6yayT 3aBMceTb OT TOro, yCTaHOBAEHA MAM HeT 6asa gaHHbix PostgreSQL
Ha KomnbloTepe.

B cnyyae ecnn 6asa gaHHbix Postgresgl He ycraHoBieHa Ha KomnbloTepe, HE06X0aMMO BbIGpaTb NYHKT «YCTaHOBUTb
Postgres» u HaxkaTb «[lanee».

Domination management server *

HacTpo#iku 6a3sbl faHHbIX

@® YcTaHosuTb Postgres

O Ucnonbsosats cyuecTsytolyto

Bepoua 1.1.1576.0 m Hanee

B cayyae ecnv 6a3a gaHHbIx Postgresql yxke ycTaHOBAEeHa Ha KOMMblOTepe, HEOBX0AMMO BbIBPaTh NYHKT «Mcnonb3osaTh
CYLL,eCTBYIOLLYIO», BBECTU YYETHbIE AaHHbIE U HaxaTb «Janee».

DominatiOH management server *

HacTpoiiku 6a3bl AaHHbIX

(0]

® Wecnonbsoeats cyujecTsyrowyto

Host DB

flocalhost ]

Username DB
postgres l
Password DB

[eveeaseess o)
@ PostgreSQL 10: YcnewHo noako4eHa MopkniouuTECA

Bepeua 1.1.1576.0 m

romonneme,8-800-700-20-95 18
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[anee Hy»XHO yKa3aTb NyTb YCTAaHOBKWU M Ha)XaTb Ha KHOMNKY «YCTAaHOBUTbY.

Omination management server *

MyTb ycTaHOBKM
YCTaHOBWTE B: /

C:\Program Files (x86)\Vipaks\Domination Management Servel @

Mo 3aBepLlIEHNIO YCTAaHOBKM B OKHE YCTAaHOBKM MOABUTCA COO6LLI,eHM€ «YCTaHOBKa 3aBeplueHa». [lnAa 3aKpbITMA OKHA

HY>XHO HaXaTb Ha KHOMKY «lFoToBO».

0 m i n a t i 0 n management server

YcTaHoBKa 3aBeplleHa

[J OTkpbITe npunoxenue B Bpaysepe

Bepcmua 1.1.1576.0 I Fotoso J

| OTKpbITL NpunoxeHue B Gpaysepe

Mpu HeobXOAMMOCTM MOMKHO YCTaHOBUTb OTMETKY B YekbBokce B aTom cnyyae naHenb

agMuHuctpatopa LICY oTKpoeTca B web-6paysepe.

7. YcTaHOBKa nporpammHoro obecnevyenus Ha Linux

Mepen HaYaNoOM yCTaHOBKM Ha Astra Linux cnegyeT 06HOBMTb CIMCOK NakeTos. [15 3Toro TpebyeTca 3aKOMMEHTMPOBaTb
ctpokn «deb cdrom: [0S Astra Linux ... DVD]» B ¢aiine «/etc/apt/sources.list» M packommeHTMpOBaTb BCE CTPOKM
«deb https://download.astralinux.ru/....... ».

sudo mc — TepMuHan Fly

®ain Mpaeka Hactpoika Cnpaeka

- & 8 Q s >

GHU nano 3.2

/etc/apt/sources. list

https://download.astralinux.ru/astra/stables1.7_xB86-64/repository-main/ main con$

https://download.astralinux.ru/astra/stables1.7_x86-64/repository-update/s main cf

https://download.astralinux.ru/astra/stables1.7_x86-64/repository-base/ main con$
https://download.astralinux.ru/astra/stable/1.7_xB6-64/repository-extended/ main$

prI'J'IDCyTDHHaH 8-800-700-20-95 19
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Mocne NnoakAoYeHUA PENO3NTOPUA OBHOBUTL CMMCOK NAKETOB KOMaHALOM:
sudo apt -y update

[ns paboTbl KAto4a 3awuTbl Guardant Heob6xo4MMO ycTaHOBUTb BUBIMOTEKY:
sudo apt -y install libusb-1.0-0 libusb-0.1-4

[Janee HeobxoaMmo ycTaHOBUTb 6a3y AaHHbIX PostgreSQL KomaHzoM:
sudo apt -y install postgresq|l

Ecaun ncnonbayetca OC Astra Linux «CmoneHCK», To nocne ycTaHoBKU PostgreSQL Heobxogumo:
Jatb npasa PostgreSQL Ha uTeHne maHAATOB:

sudo usermod -a -G shadow postgres \

sudo setfacl -d -m u:postgres:r /etc/parsec/macdb \

sudo setfacl -R -m u:postgres:r /etc/parsec/macdb \

sudo setfacl -m u:postgres:rx /etc/parsec/macdb \

sudo setfacl -d -m u:postgres:r /etc/parsec/capdb \

sudo setfacl -R -m u:postgres:r /etc/parsec/capdb \

sudo setfacl -m u:postgres:rx /etc/parsec/capdb

Co3patb nonb3oBatensa «enterprise» ¢ naponem «enterprisePW» — «Iyck — MaHenb ynpasneHua — besonacHocTb —

Monutnka 6esonacHocTy — Monb3oBaTenn», HaxaTb Ha KHOMKY .

[ NaHens ynpasnenus -0 x

Q HaHernb ynpaBneHUs

- F— re S
- <
MNpoeepka CucTemHbIR Kock Carkuun Monutnka Xypran ayanta  Kondurypaums

B Mo uenocrHocT PolicyKit-1 6e3onackocTin ayavra
cucremer

2?5 ®aiin  Mpaeka Hacrpoitku  Momows
‘;:: BbezonacHocTe —_—
- c00oe [F]-|c |20 [|omm -
(5) nporpanmn
B domination MNonbzosaTenu
a Cuetema Sl ayur
> 2 rpyrne Vs v/ uD GECOS rpynna CucTemmbii
[ MonuTop 6ezonackocTn 2L dominati... 1000 domination,,, domination  HeT
> 1 Hacrpoiiku 6e3onacrocTn
> S Nonurukn yueTroi 3anucm
Y " Nonbzoeatenn
~ domination
> & Npusunerma
5 [ Ynpasnenve ksoram
Noumek...
Cnpaska = KpoITh
MopcraHoBKa V‘ ©UnLTp

Mocne ycTaHOBKM 6a3bl AaHHBIX HYXKHO A06aBUTb POAb:
sudo -u postgres psql -U postgres -c "CREATE ROLE enterprise WITH login createdb PASSWORD 'enterprisePW""

[ns yctaHoBKM deb naketa LCY He06X0AMMO M3 KOHCOM NPONMcaTh:
sudo dpkg -i «nyTb A0 NakeTa»

[ns npoBepKku ctaTyca cay>6bl Domination Management Server:
sudo systemctl status dms

A Mocne yctaHoBkM Domination Management Server 0653aTeNbHO HaAO HACTPOWUTb KOHOUIYPALMOHHbIM daiin
appsettings.json.
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8. PacnonoxeHue ¢pannos
Windows:

e [lporpamma (no ymonuaHuio) — «C:\Program Files (x86)\Vipaks\Domination Management Server»,
o KoHdurypaumoHHbii dainn appsettings.json — «C:\ProgramData\Vipaks\Domination Management Server»,
e Jloru Domination Management Server — «C:\ProgramData\Vipaks\Domination Management Server\logs».

Linux:

e [lporpamma — «/opt/DominationManagementServer»,

o KoHdurypaumoHHbIi daiin appsettings.json — «/var/cache/vipaks/DominationManagementServer»,
e Jlorn Domination Management Server — «/var/log/vipaks/DominationManagementServer».

9. Bxop B naHesib agMUHUCTPATOPA
Ons Bxoga B nNaHenb agMuHuctpatopa LCY HeobxoaMmo OTKpbITb Ha ycTpoicTBe web-6paysep n B none agpeca
BBecTu http://localhost:8001/.

a Domination Management Server
Norux

@ admin

BOWTH

CTaHAapTHbIM NOPT Ana nogxatoyeHma — 8001.

Mpu ycnelwHom coefMHEHUN OTKPOETCA MeHI0 aBTopusauun «Domination Management Server».
B OKHe aBTOpM3aLMKN HEOBXOAMMO YKa3aTb IOTMH U NMapOo/b U HaXKaTb KHOMKY «BolTn».

Mo ymonyaHuMIo NOrMH M napoab: admin/admin.

YT106bl NOMEHATb NOMMH U/UAK Napo/b HYXKHO BHECTM U3MeHeHMe B KOHUrypaLMoHHbIN daiin (cm. pasgen «Hactpoiika
KOHbMrypaumoHHoro daina appsettings.json»).

KHonka B CTPOKE, FAe YKa3blBAETCA Naposib, CAYKUT 418 MPOCMOTPa BBEAEHHOMO Napos.
Mocne aBTOPM3aLMKN OTKPOETCA CTAPTOBaA CTPaHULLA — NaHeNb agMrHUcTpaTopa LICY.
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10. Bknaaka «MHbopmaums»
Ha ctapTtosoit cTpaHuue LICY ykaszaHa nHdopmauma o IMLEH3UN U NOAKIOYEHHbBIX NO/Ib30BATENAX.
Ecan annapatHoro USB — Kntoyva 3awnTbl HeT, To LLCY oTKpoeTca B Aemo-perknume.

LleHTpanbHLIi cEpBEp YNpaBneHus

@ MHpopmayma E Cepeeptl B [lonezoBaTenu - Ponu G’ [TonuTUKa DeaonacHoCTH @ Ayaut g PeaepeupoBaHne
|MquopmauMﬂ 0 NUUEH3NW (OEMO peXUM) (] | Moakn4eHHbIE NONL30BaTENW
MakcumancHOe YWMCNO KaHanoe 16
Wcnonb3yemoe Kon-BO KaHanoB 0
MakcumanbHOe YMCNO 3ape3epBUPOBAHHLIX KaHaN0B 1
MOHWTOPWHT AelcTBUIA Nonb3oBaTenel Hert

Heobxoanmo BcTaBuUTb annapaTHbiii USB-Katoy 3awmTbl B USB-NopT KomnbloTepa.
Mocne ycnewHoW uHUumManmsaumm USB-kntoya 3awmtbl B pasgene «UHpopmauua o auueHsuum» oTobpasutca
MaKCMMasIbHOE YNC/I0 KaHa/oB, a TaK¥Ke Te BOSMOXHOCTU, KOTOpble ByayT AOCTYNHbI B PaMKax NPUOBPETEHHOW NLLEH3UN.

LleHTpanbHLIA cepBep ynpaBneHus

@ WMudbopmayua E Cepeepebl B Monksosatenu - Ponu

MHopmaumna o NUUEH3NK

MakcMmMansHoe YMCNO KaHanos 200
Mcnonbsyemoe Kon-80 KaHanos 0
MakcrmanbHOE UMCNO 3ape3epBMpPoBaHHbIX KaHanos 200

B pasgene «lMoaknioueHHble MNONb30BaTeM» OTOBpaKaloTcA Te MO/b30BaTeNM, KOTOpble B [JaHHbIE MOMEHT
NOAKNIOYEHbI K CEpBEPAM.

MoaKNHYEHHLIE MONL30BATENK Mowuck

2 |eaHoB MeaH

= 0.204
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11. Bknaaka «Cepsepbl»
Ha Bknagke «CepBepbi» MOXKHO yNpaBaAaTb BUAEOCEPBEPAMM U CEPBEPAMM aHANTUTUKMN.

11.1. BknagKa «Buaeocepsepbl»

[aHanA BKnaaka otobparkaeT BXxoAALLME 3anpOChl Ha NOAKAYEHUE U MHGOPMALMIO O MOAKIOYEHHbIX BUAEOCepBEPaXx.
Ona pobasneHua sBuaeocepsepa B LICY Hy)KHO cHavana nepelitn B KoHourypaTtop BuAaeocepBepa M BbINOJHUTH
€ro HacTPoOMKy:
1) po6asuTb MK BbIbPaTL BUAEOCEPBEP, PabOTa € KOTOPbIM NAaHMpyeTca Yepes LICY;
2) Ha BKnagke «ObLme» yCTaHOBUTb OTMETKY B YekbOKce B pasgene «LleHTpanbHbIl cepBep ynpasieHWUa» 1 NponucaTtb
B nosne «Agpec LICY» IP-agpec Toro cepsepa, rae 3anyueH LICY;
3) HaKaTb Ha KHOMKY «COXPaHMTb» B NPAaBOM HUNKHEM YTy.
& owm + — HacTtpovika Buneocepeepa: OCHOBHOW
B gz @ @Cemerma g osuwe g Coro Q) Besonacwocrs  EFY ope

E Buaeocepsep
K 192.168.0.100:7000

Hassanme: OcrosHof
» 2= Demo-cepsep
o 192.168.0.17:7010
- Bepcwn 2
4 == OcHoBHOW A
omm 192.168.0.200:7000 Cepibii Hotep:
Katan 1
’ ‘t TeRieEIseTsas KaHanos ip-kamep: 15 -
KaHan 2 -
>
»
TR IsTISse Bpewa: 15122023 17:2036 4

& Kanan 3
A 192.168.4.111:334

’& Kanan 4
W 1021681576550
& Kanan 5
v 192.168.15.76-554
’& KaHan 6
WL oz iesiszaanss
’& Kanan 7
¥ 192.168.0.135:554
& Kanan 8
b
’& Kanan 9
b

[ Menons30saTs NTP cepsep

O snmp

LleHTpanbHsif cepsep ynpasneHns
Anpec LICY - 192.168.4.162

Mept LCY - 8000

] MNepecbinka coSLITH BO BHRWHIOK CHETEMY

Mocne atoro B LICY npuAéT 3anpoc Ha NogK/todeHMe BbIBpaHHOroO BUAEeOCepBepa.
HykHo nepeiitn B LLCY B pa3aen «BugeocepBepbl» M HaXKaTb Ha KHOMKY «3anpocbl HA NOAK/AOYEHUe».

LieHTpaneHLIM cepBep ynpaeneHus

@ Urdopmayus &= Cepseper [ Monesosateny &% Porm @ Monutuka GesonacHocTn
& Buneocepeepsl & Cepsepbl aHanuTiki
TS D G

Hassanue Xoct Jvuensui aktneHo

() OTcyTcTRyIOT NOAKNIOYEHHEIE CepBEpb

[anee HyHO BblGpaTb B CNMCKE BUAEOCEPBEP, BBECTU Maposb 414 NMOAKAOUYEHNA M HaXKaTb Ha KHOMKy «MoakniounTtb
Bbl6paHHbIEY.

Bxoaawmne 3anpockl Ha NOAKAOYeHWe

Maponk ANA NOAKNINEHUA /

[ ......... ®
HazsaHue XocT
200 192.168.0 200

NOAKIMIOYATE BblbPAHHBIE

QYUCTUTL CMUCOK  3AKPbITE
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KHonKa B CTPOKe, r4e yKa3bliBaeTcA Napob, CAYKUT A1A NPOCMOTPa BBEAEHHOMO NaponA.

Mocne nogkNoUeHUs BUAEOCepBEp 0TOBPasuTCA B pasgesie «MogK/IoUYeHHbIe CepBepbI».

@ WMubopmayus E Cepeepbl B MNonbsoarteny >

C EpBEPbI aHaNWMTHEK
mal

o= B
= WaeocepBepbl

[MogKMHOYeHHsIE CEpBEpPLI 3anpockl Ha NOAKMIYEHIE
HaseaHue Xoct JIMUeH3WiA aKkTMBHO

om | .
107 192.168.0.107 128 om | =

YT06bl YyAaNUTb CepBep HYKHO HABECTM KypCOp MbIWM Ha HYXKHbIA BMAEOCEPBEP M HaXKaTb Ha KHOMKY IZ'

B oTpbiBWEMCA MEHIO BbIOpaTh «YAanuTb cepsep».

[MoaKNOYEHHEIE CEPBEPEI 3anpoctl Ha NogKNKYeHne
HassaHwe Xocer JIMueH3niA aKkTMBHO

o
107 192.168.0.107 128 ]
Triss HeunseectHo Heusee( § VnanuTe cepeep

11.2. Bknagka «CepBepbl aHaIMTUKN»
[aHHas BKAagKa coaepXuT MHGOPMALMIO O NOAK/IOYEHHbIX CEPBEPAX aHAIUTUKM.
[na nogxntoveHnsa cepeepa aHAIMTUKM HYXKHO HaXKaTb Ha KHOMNKY «[,06aBUTb cepBep aHANUTUKUY.

LleHTpankHLIA cepBep ynpaBneHus G
@ WHdopmayma E Cepeepbl BB Monssoeatenn - Ponmn !
E Buaeocepeepsl E. Cepeepbl aHaNUTHKK
[MoaknKYeHHbIe CepBepELl aHanuTHEN [oBGaeuTe cepeepsl aHANMTHEKN
HasBaHue Xoct

[Ona nogkntoyeHus cepsepa aHanutukm B LICY Tpebyetca cospaTb nonb3osatens «ExternalAuthService» ¢ nobbim
naponem B KoHdurypatope aHannTUKKM B pasaene «Monb3osatenn».

[pynnbl 1 Nnons3oeatenn - NetVideo An

4 AAMWHWCTPaTOpSI

e admin

e ExternalAuthService
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PYKOBOZCTBO LLEHTPa/IbHOTO cepBepa ynpasBaeHus

B LICY B OTKpbIBLUEMCA OKHE HY)HO BblbpaTb MNPOTOKO/, BBecTu IP-agpec, MopT cepsBepa aHa/MTMKM M Maposb

oT nonb3osatena «ExternalAuthService».

[NlobaBneHune cepBepa aHaAMTUKK

MpoToken XocT

http - 192.168.0.249

MopT

5000

f Mapons Ans NoKNe4eHUA

®

OTMEHA  NMOOKNKOYATb

KHonka B CTPOKe, rAe YKa3blBaeTCA Napo/ib, CYXKMUT 414 MPOCMOTPa BBEAEHHOTO Napons.

YT06bl YA2/UTb CEPBEP HYKHO HAaBECTU KYPCOP MbILUM HA HYXKHbI CEPBEP aHAIMTUKMN U HaXKaTb Ha KHOMKY IZ'

lMogknto4eHHble cepBepbl aHanuTUKW

HaseaHwne Xoct

192.168.0.249

192.168.0.249 o=

| [obaBuTe cepBephl aHAMUTHEW

B Yoanuts cepsep

12. [Monb3oBaTenu

LleHTpanbHbIA cepeep ynpaBneHus

@ WHbopmaumna

=
om Cepeephl B3 lonbaceatenu

- Ponu @ MonuTHKa De30NacHOCTH @ Ayaut

BknazKa «Monb3osatenn» npeaHasHayeHa A1 ynpaBaeHUsA Nob30BaTe MM U FpynnaMu nosb3oBaTesel, 3aBeLEHHbIX

B LUCY, a umeHHo:

— CO3[4aHNA HOBOIo NONb30BaTENA;

—  CO34aHuA rpynnbl NoAb3oBaTenen;

— pacnpegeneHusa Nonb3osartenei no rpynnam;

— peaakKTnpoBaHMA OaHHbIX nonb3oBartenemu;

—  pPeaaKTMPOBAHMUSA AAHHBIX rPYNN Nosb3oBaTenei;

— yAaneHuAa nonb3oBartenei;

— yAaneHus rpynn nonb3osaTenen.

A Mpu ucnonbzoBaHuu Active Directory oTobpakaloTca Nonb30BaTeNn, 3aHECEHHble B CAY»KOy KaTasioros.

[JobasneHne n pefakTMpPOBaHWE AaHHbIX Y TaKUX Nosib3oBaTenen Yyepes LLCY HEBO3MOXKHO.

L]
YT106bI ,CI,OGaBVITb HOBOIo No/sib3oBaTtenAa, HEO6XOAMMO HaXaTb Ha KHOMKY .

LieHTpanbHLIM cepBep ynpasneHus

b B OxpaHHukn

@ Wudopmauus E Cepsepbl B Mons3osarenu - Pomu G’ MonuTuka BesonacHocTu
| Mouck at

2 VBaHoB VBaH MBaHoB1Y

KpyrnocyTouHas 8-800-700-20-95
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OTKpoeTcA OKHO AobaBneHMs HOBOro Mosb3oBaTtens. HeobxoaMmo 3a4aTb NOTMH M Mapoab NoAb30BaTeNs, NOCAE Yero
HaKaTb KHOMKY «Co3paTtby.

HdobaBneHue nonbzosatensa

[NeTpor Apkaaui MeaHoBuY

°)

[Npotunt (oNUWOHANLHO)

OTMEHA | CO30ATb

KHonka B CTPOKE, re YKa3blBAETCA Mapo/ib, CAYXKUT A8 NPOCMOTPA BBEAEHHONO NApPOAA.

B none «Mpodunb» MOXKHO yKasaTb 3apaHee HACTPOEHHbIN Npodub, KOTOPbIN ByAeT NCNOAb30BaTbCA MPU OTKPLITUK
KnmeHTa Domination (Domination Client).

JdobaeneHne nonbzoatens

Norux
['po3HbIR MBaH

apons ANA NOAKMHOYEHHA

f Mpodhune (oNUMOHaNEHD)

test

YT106bI 3KCNOPTMPOBATL HACTPOEHHbIV Npoduab B LLCY, Heobxoanmo:

1. 3aiTn B «O6WMe HacTpoiiku» Domination Client, BbibpaTb «Mpodunmn», BblAeNUTb HYXKHbIN Npoduab Nosb3osaTens
M HaXKaTb Ha KHOMKY «3KcnopT».

OBLUME HACTPOMKIA DOMINATION CLIENT

JokanbHbie

- Mmnopupoeate

& BesonacHocTb 123

guest Skcnopt
a Mapons
operator2

a Mpodunn

root

2. [anee 3ainTn B pasgen «LUCY — Npodpunun».
3. BsecTu agpec, nopT, AornH 1 naponb LCY. HaxaTtb «MoaKNounUTbCA».

OBLUME HACTPOIKIA DOMINATION CLIENT

= Mpodunan
JokaneHble Beeawte norvH n napons Ans nogkaouenus k LICY
2@

&} besonacHocTs http://192.168.1.254

& ropon
B oot

ucy

MoaknouuTeca

a Mpodunn

KpyrnocyTouHas
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4. Tocne ycnewHoro nogkatodeHma K LCY HaxkaTb Ha KHOMKy «3KkcnopT B LICY», BbIOpaTh HY*KHbIN NPodUab U HaXKaTb
«OTKpPbITbY.

OBLUME HACTPOMKM DOMINATION CLIENT

1 <« Domination.. * Profiles ™ [J] Mowck: : Profiles yel
JlokansHeie T 3kcnopr e LICY ¥nopagounte ¥ Hoeas nanka 3= + [TH
i ran [ara nzmeHeHna T
3 BeicTpeii gocTyn -
. | | 123.8DC5AD3EBCS559D 12.04.2024 9:35 L3
[ PaBouwii cro. - "
& napons [ 123.profile 12042024 9:35 o
l_' Jarpyzka A4 [ guest.BDCA3TIAEGIEASD 13.03.2024 15:38 ®
B npogum || Aokymerrer 2 [ — P N
o v < >
ucy Wma daiina: |‘|?_3‘proflle V| Profile File (%) ¥
B oo o

5. TMpu HEOBXOAMMOCTU MOKHO U3MEHUTb UMA NPOPUNA U HaKaTb «IPUMEHUTbY.

kcnopt npoduna B LICY

Y106bl «M3MeHUTb» 1K «YAaNAUTb» NONb30BATEA, HYKHO HABECTU KYPCOP Ha HY}KHOTO NO/b30BATENA U HAXKaTb IZl

¥+ | MNouck o

» B Oduc

= WeaHoe VeaH

# W3amenuts

B Yoanute

YTo6bl co3aaTh «FPYnRy», HY}KHO HasKaTb Ha KHOMKY

LleHTpanbHLIl cepBep ynpaBneHus

E Cepeepb A Monb3osatenu - Ponu @ MonuTi

3 | MNouck

~ [ OxpaHHukM
~ [ pynna 1
= TMeprae MeTp MeTpoBud

= Mapku+ Bacunuii Muxainosnd

OTKpOETCA OKHO CO34aHuNA HOBOW rPynMbl, B HEM HY}KHO yKa3aTb Ha3BaHWe rpynnbl U HaXaTb Ha KHOMKy «Co3aaTtb».

CozpaTb HOBYHO manky

3AKPLITE | CO30ATH
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Y1061 «M3MEeHUTb» Ha3BaHMe rpynnsl, «[,06aBUTb NoNAb3oBaTens» B rpynny, «4o6aButb rpynny» 1 «Yaanutb» rpynny,

HY>KHO HaBECTM KYPCOP MbILUWN HAa HYXXHYIO FPYMny 1 Ha)aTb E', OTKPOETCA MEHI0, U3 KOTOPOTro HEOHXOAMMO BbIEPaTh Hy}KHOE

LleHTpaneHbIiA cepBep ynpaeneHus

aevictaue.

@ Wrbopmauus E Cepeepbl B fonbzosatenu - Ponu @ MonKuTuka Be30MacHOCTH
€ | Nowck &
~ [ Oxpannuim D
- O3 Mpynna 1 Z V3amenuts
4 Nepros Merp MetpoBuy &+ [oBaeuTs Nonk3oeatens
& Mapkus Bacnnuii Muxainosuy [obaeuTe rpynny
~ [ lpynna 2 B Ynanute

MepemecTUTb MONb30BATENA W3 OAHOW FPYMMbl B APYryld MOXHO MyTem MNepeTackMBaHuA. [as 3Toro HeobxoauMmo
Bbl6paTb HY)KHOFO NO/Ib30BATENA, 3aXKaTb €ro MMA NEBOM KHOMKOW MbILWM U NEPETALLMUTL B HYXKHYIO rpynny (Mpu 3ToM HaBOAMUTb
KYPCOP MbILIW HY»KHO Ha Ha3BaHWE TrPynnbl, B KOTOPY HEOHXOAMMO NEPEMECTUTL NO/Ib30BaATENA).

13. Ponan
Posn no3BonstoT rpynnMpoBaTb NoAb30BaTesnel No obuwen NpuHagNEKHOCTU K O4HOW KaTeropun ana bonee ygobHom
1 eANHOBPEMEHHOW HAaCTPOMKM NOUTMKM 6e30NacHOCTU BblIBpaHHbIX rpynn.

LleHTpanbHbIl cepBep ynpaBneHus

- = . =
@ Mudopmauma o= Cepeepb B MNonszosatenn a-n Ponu @ MonuTHKa Be3onacHoCTK @ AyanT

Ha BKnaaKe «Poan» MOXHO ynpasiaTb POSAMM NOJ/b30BaTeNei:
— CO34aBaTb HOBYHO POJIb;

— HasHayaTb nosib3oBaTesiei Ha Ponu;

—  penakTUpoBaTb Poau;

—  PenaKTUPOBATb JIOKA/bHYHO NOUTMKM Be30nacHoCTY;

—  YAANATb POAM.

Y1066l L06ABUTH HOBYIO POJIb, HYXKHO HaXKaTb Ha KHOMKY

LleHTpanbHeIi cepBep ynpaBneHus @ 3

(D Wudopmayua E Cepeepbl BB Monezosatenu 'onu @ MonuTKka Ge30NaCHOCTH >

| Mouck

v aw PONb 1

2 Neptoe Metp MNeTpoeuy

OTKpOETCA OKHO CO34aHuNA HOBOW poan. HeobXoaMMO yKasaTb MMA POJIM U HaXKaTb Ha KHOMKY «Co3aaTby.

CozpaTb HOBYIO poiib

VMR ponu

Pone 3

3AKPbITb | CO30ATbH
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Ytobbl «J06aBuTb nonbsosatens», «[o6asuTb ponb», «PepakTMpoBaTb ponb», «PeaaKTMPOBaTb JIOKaNbHYIO

noAuTUKY 6e3onacHoCTU» 1 «YAanuTb» Posib, TPebyeTcsa HaBECTU KYPCOPOM MbILIM HA HYXKHYIO POJIb U HaXKaTb IZ', OTKpoeTcA
MEH!0, U3 KOTOPOro HeobxoaMMo BbIbPaTb HYXKHOE AelcTBME.

LleHTpanbHeIi cepsep ynpaBneHus @ Bl

@ WHdopmauyns E Cepsepbl A Monssosarenn - Ponun e MonuTuka DesonacHocTn >
€+ | TMouck +
s ot E

2 TMeproe MeTp MNeTpoeuy &+ [oBaeuTk nons3oeatens

be

= - ¢+ [oGaeuTk porb
2 Mapkus Bacunuit Muxaiinol a P

PepakTrpoBats ponb

v &% Pons 2
PenakTpoBaTh NOKAMLHYK NONUTUKY GE30NacHoCTH

m QN

2 VleaHoe MeaH VeaHoBUY Yoanuts

YT06bI ,CI,O6aBMTb nonb3oBaTtenia B pPOJib, HYXHO HaXaTb «AOGaBMTb nonb3oBaTenar, Bbl6paTb nonb3oBaTenAa

>
M NEePEMECTUTb ero B NMPaBYH KOJIOHKY KHOMKOM , MoC/Ie Yero HaxKaTb KHOMKY «[lo6aBuTb».

JlobaBute nonbsoBarens

Mounck Mownck

~ [ OxpanHukn
~ [ I'pynna 1

2 nMeptoe MeTp MNetpoeuy

Oz MapkuH Bacunui

= Muxaitnosuy

N - Tpynna 2 @ [Jo0aBLTe nonL3osaTenei B poib

» [ Onepatopul

» [ pynna 3

3AKPbITb | OOBABUTH

YTo6bl 406aBUTb POJIb B POJIb HYXXHO Ha)KaTb «[,06aBUTb poab», BbIGpaTb Posib N nepemecTuTb €€ B Npasylo
KOJ/IOHKY KHOMKOM , NOC/IE YEero HaXKaTb KHOMKY «COXpaHUTbY.

[JlobaButb ponb

Mouck Mouck

2 Pons 2

(i) HeT gaHHbIx

3AKPBITE | COXPAHWTE
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PepaKkTMpoBaHMe NI0KaNbHOW MNOAUTUKM 6€30NacHOCTU OTHOCUTCA K NMpaBam Posv Nosab3oBaTens B KaveHTe Domination
(«Domination Client»).
YT06bI HACTPOUTL NONUTMKY He30MacHOCTM (MpaBa) y poan, HEObXOANMO HaXKaTb « PeAaKTMPOBaTb IOKa/IbHYIO MOINTUKY

6e30nacHOCTUY, BbIBPATb HY»KHbIE HACTPOWMKMK M HaKaTb Ha KHOMNKY «COXPaHUTbY.

PE,ﬂaKTVIpOBaHHE NokKanbHOW noantnkm BezonacHocTn

JKCNOPT BUAEO
JKCNOPT OTYETOB
FKCNOPT CHUMEKOB
HacTpoiikn

Mcnons30BaTh BOAAHLIE 3HAKW

II:II:IEEE

3AKPbITE | COXPAHWTb

14. MonunTtnka 6e3onacHOCTH
Ha Bknagke «Monutuka 6e30nacHOCTU» MOXKHO HacCTPOWUTbL AOCTYN MONb30BaTe/elN, KOTOPbIE BXOAAT B ONpeAeNéHHYI0
POAb, K pa3nyHbIM GYHKLMAM BUAEOCEPBEPA U CEPBEPA aHANUTUKN.

LleHTpanbHeIl cepBep ynpaBneHus

- -
@ MHdopmaums om Cepeepbl B Monssosarenu - Ponu e MonuTuka DesonacHoCTu @ Ayaut
o
-

o= B C .
= Evaeocepeepkl LepBepbl aHanMTUKK

axAl

14.1. NMonnTnKa 6€30MacHOCTU BUAEOCEPBEPOB

YT06bI NpeaocTaBuTb/ybpaTh 4OCTYN PO/M A0 HYKHOMO pecypca, He0bXoAMMO:
1) BbI6paTb ponb;

2) BbibpaTb BUAEOCEpPBED;

3) NoCTaBUTb/CHATb OTMETKY B YEeKBOKCE B HEO6XOAMMOM MyHKTE.

Ponu Monck OBvexT MoakatoueHe HacTpoiika Apxue Ynpaenerve 3BYK NOAKAKUEHUE 3ByK apxue
2 Odpuc_1
Cepsep
KypHan
Kawan 1
Kawan 2
Kawan 3
Kawan 4
Kakan 5
Cepeepsl Mouck
= 0204

[na HacTpolku «JlocTyna A0 peakuum» HY)KHO YKasaTb YpOBEHb AOCTyna ANA ponu. ECAn ypoBeHb Yy POAU HUKeE,
Yyem BbICTaB/IEHHbIN YPOBEHb B COBbITUM, TO 3aMyCTUTb PEaKLMI0 AaHHbIe N0/b30BaTe/IM He CMOTYT.

[Noctyn ao peakuuii 1+
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[na orpaHuyeHus ckopocTu TpaduKa AnA AaHHOW ponu TpebyeTca yKasaTb orpaHuueHwe B nosie «OrpaHuyeHue
Tpaduka». OrpaHnyeHne TpadrKa HauMHaET AeINCTBOBATb A/ BHOBb YCTAHOBEHHbIX COEAUHEHUI.

Qrparunyerve Tpaduka, Mbut/cek. 100

14.2. MonnTnKa 6€30MacHOCTM CepPBEPOB aHAUTUKN

Ponb, obnagatolas yposHem gocTyna « AAMUHUCTPATOP», UMEET NPaBo:

1) noakntouaTbCA K CEPBEPY aHAUTUKM 1A €r0 HAaCTPOMKK;

2) nony4yaTb M peaakTMpoBaTb CObLITUA aHanUTUKK Yepes Domination Client;
3) pobaBnATb aBTOMOOUAN 1 NEepCoHbI B 6a3y.

Ponb, obnasatowan yposHem goctyna «OnepaTtop», MUMeeT Npaso:
1) nonyuyaTb M pefaKTMPOBaATb COOLITUA aHaNUTUKK Yepe3 Domination Client;
2) pobaBnATb aBTOMOHUAN U NepcoHbI B H6a3y.

Ponb, obnapatowan yposHem focTyna «lMonb3oBaTenb», MMEET NPaBO TO/IbKO MOAKAOYATLCA K CepBepy aHaIUTUKK
ANA nonyyeHuit cobbitnin B Knnernte Domination.

® WHdopmayma E Cepsepsb B MNonszosatenu -n Ponu @ Monutuka GesonacHocTu @
- .
o= Buaeocepsepbl @= CepBepsl aHANUTHKN

Ponu Mowuck Cepeepbl

[ ] ¥p.aocTyna

= ABMUHWCTPaTOPbI NetVideo Analytics Server [Onepamp - |

.

& Monesosatenu OTcyTCTBYET

= TocTu ALMWHWCTpaTOp

- OnepaTop

= OnepaTopbl Neyatw

MNonbsosartens
= OnepaTopbl apxuea

15. Aygut

Kaxkablii nonb3oBaTeNb MOXKeT 06/71a4aTb HECKONbKUMU ponsiMmu. Ha BKNaZKe «AyAMUT» MOXKHO MPOBEPUTb, KaKUMMKU
ponamu obnagaet Nob30BaTb U Kakne UTOroBble Npasa OH UMeeT.

LleHTpanbHeIA cepBep ynpaBneHus

o — =

@ MHdopMayua om Cepeepsbl B Monssosareny an Ponu @ Monutuka BesonacHoCTH @ AyanT
o
o=

o
== Buaeocepsepsl

15.1. Ayaut Buaeocepsepos

YT106bI NOCMOTPETb, KaKMMK NpaBamu 061agaeT No/b30BaTesb, HYXKHO Bbl6GpaTh:

1) nonbsoBatens,

2) Buaeocepsep.

B pesynbrate 6yaer oTtobparkeHa cBogHas Tabauua, KOTopas MOKa)KeT npaea nosib3osaTend. B Tabauue 6yayt
OoTOOparkeHbl faHHble C Ha3BaHWeM CepBepa WM KaHana M NpaBamu Mosib3oBaTens (MOAKAOYEHWe, HACTPOWKa, apxus,
ynpasaeHue, 3BYK NOAKAOYEHWNE, 3BYK apXu1B).
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Monk3oBaTen Mownck Obbekr Megkntouerme HacTporika Apxus Ynpasnexue 3BYK NOAKAOUEHE 3ByK apxue
» [ Odwuc
Cepsep B
Odmc_1
O¢uc_2
KaHan 3
Karan 4
KaHan 5
Cepeepsl Mouck KaHan 6
= 0204
KaHan 7
140

YT106bl NPOBEPUTL, B KaKME POAM BXOAMT MO/Nb30BaTE/Nb, HY)KHO HAaBECTU KYPCOP MbIWM Ha HYKHbl cepBep/KaHan

M HaXaTb Ha KHOMKY «3aBUCMMOCTb posieit» IZ'
Panom c HasBaHMeMm pa3aenos «Monb3osatenm» u «Cepsepbl» 4OCTYNHO OKHO NOUCKa. [Npy BBeAEHNM Ha3BaHWUA UK ero
4acTu gaHHble 6yayT OTCOPTUPOBaHbI, perncTp 6yKB Npu BBOAE HE YYMTbIBAETCA.

15.2. AyauT cepBepoB aHaANUTUKN
YT1obbI NOCMOTPETb, KaKUMWN NpaBamu o6na,a,aeT nonb3oBaTe/lb Ha KOHKPETHOM cepBepe aHa/IMTUKKN, HYyXHO Bbl6paTb

NoAb30BaTeNA U Pa3BePHYTb MHPOPMALLMIO MO MHTEPECYIOLLLEMY CEPBEPY aHAIMTUKM C MOMOLLbIO KHOMKM II'

Monb3oearenu Mowuck Cepeepbl
» [ Odue » = Demo Analytics Server MonbsosaTens
E &= NetVideo Analytics Server Monbsosatens
25 Odone_1 AAMUHUCTpaTOP
2% Odonc_2 MonbsoBarens
3 E‘ 84 Mosb3csarens

A Ecnv y nonb3oBaTens HECKO/IbKO YPOBHEN A0CTYNa, TO B NpuoputeTe ByeT TOT ypoBEHb, YTO BbiLLE.

Papgom c HasBaHMeM pasaena «lMonb3oBaTenn» AOCTYNHO OKHO MOUCKa. Mpu BBeAEHWUM Ha3BaHMUA UK €r0 YacCTu AaHHble
6yayT OTCOPTUPOBAHbI, PErMCTP BYKB NPU BBOAE HE YYMTbIBAETCA.

16. Pe3sepBuposaHue

Ha BknagKe «Pe3epBMpOBaHME» MOMXKHO HAaCTPOMUTb pe3epBHOE KONMPOBaHUE KaHAN0B BUAEOCEPBEPOB.

B cnyyae eciv cepBep OTKIOUUTCA AU CTaHeT HegocTyneH, LICY nepeHanpaBuT 3anMcb KaHa/I0B Ha Apyroi Bugeocepsep,
YKa3aHHbI B HACTPOMKaX KaK pe3epBHbI. KaK ToNIbKO OCHOBHOW cepBep byaeT BoccTaHoBneH, LICY nepekntounT 3anmcb KaHanos
C pe3epBHOro cepBepa Ha OCHOBHOM.

LleHTpankHLIA cepBep ynpaBneHusi

@ WMHdopmayua E Cepeepbl B Monezosarenn -n Ponu @ MonuTuka bezonacHoCTK @ Ayaut g PezepeupoBaHue
= Pe3epBMpoBaHUe KaHanos = Pe3epBHbIE CEpPBEpSI
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[na Toro 4ytob6bI HACTPOUTL PE3EPBHOE KONUPOBaHME, HEOBXOAMMO:
1) B nopgpasgene «PesepBupoBaHWE KaHanos» B cTonbue «[JOCTynHble KaHaAbl» BbIOpaTh BUAeOCepBep M KaHan (Mam

HEeCKO/1IbKO KaHal]OB), Mo KOTOPbIM H806X0,EI,VIMO GVAET BECTU pe3epBHOE KOoMMpoBaHue, N HaXaTb Ha KHOMKY . KaHanbl

nepemecTaTca B cTonbel, «3ape3epBMPOBaHHbIE KaHabl»:

< @ Windopmanua E Cepeepb B8 Monb3osarenu - Ponu 9 MonuTtuka GesonacHocTH @ AyauT g Pesepeuposanue >
&= PesepsupoBaHue KaHanos &= PesepeHble cepeeps!
[locTtynHele kaHanst Mouck 3ape3epBUpOBaHHLIe KaHanb!
y = ?Mn}eocepaep AL Kanan Cepsep IP cepsepa
92.168.0.148
o= LICY OcHosHO# 0.47 Kauan 18 LICY OcHoeHoi 0.47 192.168.0.47
== 192.168.0.47
Kanan 19 LICY OcHoeHon 0.47 192.168.0.47
+w¢ Kanan 30 >
Kanan 20 LICY OcHoeHon 0.47 192.168.0.47
+2 Kanan 31
Kawuan 21 LICY OcHoeHon 0 47 192 168.0 47
+¢ Kanan 32
2) CcOXpaHWUTb U3MEHEHMUSA, HaXKaB Ha KHOMKY «/[la» BO BCM/IbIBAOLLEM OKHE:
< @ ViHdopmaymn E Cepeeps B3 Nonszosarenn o Ponu SCTH @ AyauT § Peszepsuposanue >
E PezepaupoBanue KaHanos E PeaepaHble cepaepsl
[locTynkbie Kasans! Mouck 3apezepeupoBaHHbLIe KaHans!
y = B(@,Esg?cepsep £tz LI Kanan Cepeep IP cepsepa
192.168.0.148
v ‘g UCY OcHosnoR 0.47 Kawan 1 LICY OcHosroR 0 47 192 168.0.47
192.168.0.47
+¢ Kawan 31 Copper LICY OcwxosHon 0.47 192 168.0.47
+# Kauan 32 s e HET oA LICY OcHosHoi 0.47 192 168.0.47

3) B noapa3saene «Pe3epBHble cepBepbi» U3 cToNbUa «[lOCTynHbIe cepBepbl» BbIbpaTh BUAEOCEPBEP, HAa KOTOPbLIN ByaeT

_)
BECTUCb pe3epBHOE KOMUPOBaHME, U HaXKaTb Ha KHOMKY . Buaeocepsep nepemectutcsa B ctonbew, «PesepsHble CepBepbI»:

A . -y - - = A = T o
@ vnd @= Cepsepb B Nonwsosatenn - Ponu @ Nonutura Gesonacrocty @ Ayau & Pesepsuposarne >
= Pe3epevpoBaHie KaHanos = PeiepsHbie cepaeps!

Mowuck

HocTynHeie ceppeph! Mouck

= Bugeocepsep Astra Linux

== 192,168.0.148

LICY PesepsHuiit 0.45
.45

192
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4) COXPaHUTb N3MEHEHMWA, HaXKaB Ha KHOMKY «/[la» BO BCM/IbIBAlOLLEM OKHE.

@ Uudopmayma E G

B Nons3oearenu an Ponu e MonuTuka GezonacHocTH @ AyanT g PesepBupoBanne >

= PesepsHbie cepsepbl

JlocTynHble cepeepb Mouck PeaepeHuie cepeepbl Mowuck

- Bugeocepeep Astra Linux o i

-t &= LICY PesepeHit 0.45 192 168.0.45
CoxpaHuTs uameHeHna? HET OA

YTo6bl NONb30BaTE/NIb MOI CMOTPETL 3aMWUCKU HA Pe3epBHOM BUAEOCEpPBEpPEe, eMy HY)KHO BblLaTb MpasBa Ha NPOCMOTP
KaHa/NoB pe3epBHOro Buaeocepsepa (cm. pasaen «loanTtrka 6e3onacHOCTUY).

17. JlormposaHue AenUCTBUIM NOb30BaTENEN

17.1. OnucaHue pasgena «J/lormposaHune»

Bknaaka «JlormpoBaHue» No3BONSET OCYLLECTBAATb MOHUTOPMHI B3aMMOAENCTBMA MOJIb30BaTENIEN C BUAEOCEPBEPOM,
NO3BOSET y3HATb KEM W KOr4a BHOCUIUCL Kakne-nbo nameHeHua. *ypHan coaeput B cebe cneaytouyto MHGopmauuio:

— Bpems B3aMMOAencTeus;

— KaKoMl nonb3osartenb ocywecTtenan ﬂ,eVICTBMQ;

— IP-aapec nosib3oBaTesniA, COBEPLUMBLUETO AENCTBUE;

— C KaKum cepBepom B3aVIMO,CI.eVICTBOBaJ1 nonb30BaTe b,

— !N cobbITuA.

LieHTpanbHelii cepBep ynpaBneHust

hopMaLns = Cer 1 S — e ooo 1ka 6e30MacHOCT, AvouT - - - Ve
® Wndopmaymna o= Cepeepb B lMonssosarens a-n Pony @ MonwuTuka BesonacHocTH @ Ayaw = PesepsupoBanue B Nornposanue nﬂp; oe

Bpemsa Hauana: | 15.12.2023 00:00 m Koneunoe epems: | 15.12.2023 15:27 m

Bpemsa Monb3osatens IP none3oBarens Cepeep CobbiThe

15.12.23 / 15:26:01 User DEVELOPERDOM28 200 MonbsoBaTens COXpaHWA CHUMOK C kaHana "H265" (15.12.23 / 15:
15.12.23 / 15:26:05 User 192.168.4.162 200 MpocMoTp KaHanos B peanbHOM BpeMeHN

15.12.23 / 15:26:13  User 192.168.4.162 200 MpocMoTp KaHaNoB B PEXWME apXrBa

CnNUCOK BO3MOXHbIX AeWCTBUIN NOAb30BaTeNA:

® MOAK/OYEHMNE K CEPBEPY MU BUAEOCEPBEPY, OTK/IOYEHME aHANUTUKMY;
® MPOCMOTP W/MAK 3aKpbITUE Kamepbl, YUMTbIBAs BbIBOA, 3BYKa (KaK B peXxnme peasibHOro BpEMeHHU, Tak U B apxuse);
® CHMMOK M306paxKeHUA Kamepbl;

® 3KCMOPT BUAEO, BKNIOYAA 3BYK;

e ynpasneHue PTZ kamepoit;

® 3amblKaHWe/pasmblkaHue KOHTaKTa IP-ycTpoiicTsa;

® 3aMycK MaKpoOCOB NO KNaBuLle;

® pefaKTMpoBaHWe COBbITUIN aHANNTUKMK;

® MoOWCK cobbITuit/3anyck oT4éTa (aHaNUTUKKU/CUCTEMHDBIX COBBLITUIA);

® UN3MEHeHMWe HACTPOEK KNNEHTa;

® OTKpbITUE/3aKPbITME NPOrPaMmbl.
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17.2. dunbTpauma xypHana

C nomolbto GUALTPOB MOXKHO BbITPY3UTb MHOOPMALMIO MO OnNpeseseHHbIM
OENCTBMAM 33 MHTEPECYIOLWMIA MPOMEIKYTOK BPEMEHM. O, HANTH

EcTb  BO3MOXKHOCTb  OTOWUIBLTPOBATb  CMAMCOK  COObITMA MO caepylowum
XapaKTEPUCTUKAM:

—  WMsA Nonb3oBaTens,

— IP-agpec nonb3oBatens,

cepsep, Copacp _
cobbiTnA.

TaKKe A8 HEKOTOpbIX COObITUIA CyLLecTByeT BO3MOKHOCTb [OMOJIHUTENIbHOM OwnBKa aBTOpPHzaALMM

=
dunbTpaumm no cepsepy/KaHany, Ans 3TOr0 HEOBXOAMMO HaKaTb Ha KHOMKY pagom

BXOD, NoAL20BaTENA
C UHTEPECYIOLMM COBbITUEM, NOC/IE YEro OTKPOETCA OKHO C AOMOAHUTENbHBIMU GUALTPAMM.
B OKHE MOMHO BbiBpaTb OAMH WM HECKONbKO CepBepoB/KaHanos AnA GunbTpauuu, Buixoa none3osaTens

OTMETUB NX B CNUCKe.

1
T

MpocMoTp EUASD B

[T
Tl

O pPEaNEHOM BPEMEHK
Mapametpbl duneTpa “MpocMoTp BMACO B peanbHOM BpemeHu”
0 MpocmoTp EnaeD B =k
= EMMME apXUES -
+ B Bupeocepsep IP-32-4-MDR P Me ap
- 140 a O 3kcnopr enaeo 3=
% PesepBupoBanue 1 O
—
0 Coxpanenne cHimka =
 Kanan 2
& Kanan 2 [J 3ameikanve konTakTa =
 Kanan 4 O
. —r
O ¥npaeneHue kamepoi =
+  KoHTaktsl Pl O
MonezoeaTensckoe —r
TecT pe3epeupoBaHIA 3=
- peaepemp: a O cobuiTre "
OTMEHA  MPUMEHUTb
0 MpocMoTp CMCTEMHBIX

[

i
noroe =

Mocne ykasaHua napameTpos GUAbTPaLMM HEOBXOAMMO HasKaTb KHOMKY .

[lonosHUTENbHO B Ka)A0M KONOHKE C MHGOPMaLMeEN B CTPOKE 3aro/loBKOB AOCTYMHbI KHOMKU COPTUPOBKMU 3HAYEHUI

Nno BO3PaCTaHUO U Y6bIBaHVIIO |:| |:|

Takxke B KONOHKax «Monb3osatenb», «IP nonbsosatena» un «Cepsep» AOCTYMHa (YHKLUMA NOMCKA NO BBEAEHHOMY

3HAYeHuto. [JN1A 3TOro HYXKHO HaXKaTb Ha KHOMKY I:l B CTPOKe 3aroz10BKOB 1 BBECTU HeO6X0,CI,MMO 3HayeHwne, pernctp 6yKB npu
3TOM He y4YnTbiBaeTCA.

18. NMopaTBeprkaeHue cobbiTni

dyHKuMA «MoaTBep:KAaeHUe cobbiTuii» No3BonseT HanpasuTb cobbiTe C cepBepa aHanUTWKKM B Domination Client,
Kak4oMy COBbITMIO MPMCBAMBAETCA NMPUOPUTET M YCTaHaBAMBAETCA Talimep Ha ero 06paboTky. OnepaTopbl, Ha3HaYeHHble 4N
06paboTKM CObbITUIA, 06A3aHbI NOATBEPAUTL UX NOJIyYEHME B TEYEHWE YCTaHOBNEHHOTO BPEMEHMU, B C/ly4ae ecin onepaTop He
ycneBaeT o6paboTaTb cobbITUE B CPOK, COBbITUE NepexoauT Ha 06paboTKy K Apyromy onepatopy.

dyHKumMIo «MNoaTBEPKAEHNE COBLITUIN» MOXHO HAaCTPOUTL ANA CAeAYIOWMX MOAYNEN BUAEO0AHANNTUKN:
— «BTopykeHue B 30HY»,
— «J[leTeKTop rpOMKOro 3ByKa»,

— «[eTeKTop Abimar,

KpyrnocyTtouHas 8-800-700-20-95 35

TexXnonaep<Ka:



Domination

PYKOBOZCTBO LLEHTPa/IbHOTO cepBepa ynpasBaeHus

— «[leTeKTop xecToB»,

— «JleTeKTop Kacok»,

— «JleTeKTop OrHa»,

— «[JeTeKkTop NnepMmeTpa v nepecedyeHne TMHUn»,
—  «JleTeKTop NpasgHoLWATaHMAY,

— «[eTekTop npumeHeHuna CU3»,

— «[JeTeKkTop caboTaxka»,

— «[JeTeKkTop cneuoaexabl»,

— «JleTeKTop YenoBeka»,

— «Knaccudumkatop 06bekToB»,

— «KoHTponb akTMBHOCTU 060pPYA0BaAHUAY,

—  «KOHTPO/Ib HANIMUMA MACKMY,

— «KoHTponb 06bEMmOBY,

— «KoHTpOAb ONacHO 30HbI»,

— «KOHTPOJIb CKOPOCTU N HanNpaB/IEHMAY,

— «KoHTponb TEXHONOrMYECKOWN NAAHNPOBKNY,

—  «MynbTUKaMepHbI NOACYET 06BEKTOBY (414 O4HOTO KaHana),
— «OcTaBneHHble NpeamMeTbI»,

— «lMNoacyéT nocetutenen»,

— «Pacno3HaBaHue nnuy.

18.1. CueHapun pearmpoBaHma

[ns Hayana paboTbl HEOBXOAMMO CO34aTb CLEHAPUIA, A1 3TOTO HYXHO HaKaTb Ha KHOMKY - crpaBa OT Ha3BaHuA

cnucka «CueHapum», Noc/e Yero 3a4aTb Ha3BaHMe rPynnbl U HaxKaTb KHOMKY I:I

18.1.1. HacTpolika pone

Ponn HeobxoauMbl Ansa Toro, 4Tobbl 0603HaYMTb, KAKOW rpynne onepaTopos byaeT nocTynaTtbh cobbiTve Ha 06paboTKy.

[ns pobasneHna ponn HeobXoAMMO HaXKaTb Ha KHOMKY cnpasa
OT Ha3BaHMUA CNMCKA «Poany», NoOC/e Yero OTKPOETCA OKHO ANs fobaBneHus
onepaTopos.

Onsa pobaeneHus onepatopoB HeobXOAMMO BbILENUTL Ha3BaHWe
rpynnbl  Ha)KaTMem NeBO KHOMKM MblwK. TaKKe eCcTb BO3MOMKHOCTb
penakTMpoBaTb «Bpemsa 3cKanauum» B 3aBMCMMOCTM  OT NpuopuTeTa.
MapameTp «Bpema 3cKanauuu» OTBeYaeT 33 TO, CKOJIbKO BpemMeHu byaer
npefocTaBNeHo  onepaTopy  Ha B3aMmogeictene ¢ cobbitmem (B
3aBMCMMOCTM OT NpuopuTeTa). Mo UcTeYeHUM 3a4aHHOro BpeMeHU cobbiTue
nepeiger Ha 06paboTKy B CAeayHoLLytO rpynny onepaTopos.

HACTPOMKM Heobxoaumo

Ona 3aBeplueHunn HaXaTb

B [CCE |

MpunoputeT poan MOXKHO 334aTb B CaMOM CMNUCKe, 4N1A 3TOro cieayet

Ha)KaTb MO KHOMKe l:l CNeBa OT HasBaHWA W, yAep:KunBas, nepeHecTn Ha
Heobxoaumoe mecTo B crnmcke. CobbiTMe NOCTYNUT B NepByto ovepeab TOM
rpynne onepaTopoB, KOTOPAsA HAXOAMTCA BBEPXY CMMCKaA.

Jlo6aButh ponb

Ponn

ALMUHHCTPATOPL!

Mons3oeatenu

loctn

Onepatopsl Neyatk

OnepaTopsl apxuea

Pennukatop

TMonb3osateny yaanesHoro paboyero crona

Onepatopbl HACTPOWKN CeTH

Bpems sckanauuu

Huzkoe Cpearee
00:01:00 © 00:02:00
Bbicokoe Kputuueckoe
00:05:00 © 00:10:00

3AKPbITb

KpyrnocyTouHas
TexnonnepKa:
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YAanutb UAM N3MEHUTb PO/Ib B CIMCKE MOKHO MO KHOMKe |Z|, KOTOpaAa CTaHOBUTCA aKTUBHOM npuv HasegeHUn Kypcopa
MbILlIN Ha CTPOKY C Ha3BaHMWEM POIN.

18.1.2. HacTpolika Tpurrepos

HacTtpoiika TpurrepoB cueHapua Heobxoauma Ans Toro, 4To6bI

CozpaTb HOBbIN TpUrTep

O603Ha‘4MTb, Kakue cobbiTus OOJ/IKHbI NOCTynaTbh onepatopam. [na nepexoga B

Vs Tpurrepa
HaCTPOMKN HEOBXOAMMO HarKaTb Ha KHOMKY cnpasa OT Ha3BaHMA CMMUCKa Hvan -
«Tpurrepbi». Bpewa THLHs:
B HacTpolKax Tpurrepa MOXHO 3aJaTb €ro HasBaHWe, YpOBeHb 000500 &
(npuopwuTeT), «Bpems TULIMHBI» U UCTOUYHUKMU. r—

(

«BpemAa TUWWIKMHBI» — 3TOT napameTtp HEOGXO,CI,MM Aana Toro, yTObbI

~ BB NetVideo Analytics Server -]
HekoTopoe Bpemsa nociae o6paboTkn cobbiTMA, HEe NOCTyNnano cobbiTUA TOro e Kawan 1
TMna (cpabaTbiBaeT TO/ILKO B C/y4ae, ecnun cobbiTMe AOCTOBEPHOE). Kanan 2
v Kanan 3 O
«MCTOYHUKM» —NapameTp, KOTOPbIIN NO3BONAET YKa3aTb, C KAKMX KaHas10B -

1 cepBepoB TpebyeTca NpUCbINaTb COBbITUA. Pa3BEPHYTb CMMCOK KaHA/I0B MOXKHO R Mowcr

AKTrBHaA obnacte
V ~
Nno KHomMKe , BOCTYMHOM PAAOM C HAMMEHOBAHWEM CEPBEPA. Boaropaiine

Bxen B 30HY

«Co6bITUA aHANUTUKNY» — NapameTp, NO3BOAAIOWMI BbIBPaTL COBbITUE

Bxon nocetntens

AHaNUTUKK, KOTOpoe ByaeT oTNpaseHo onepaTopy Ha 06paboTKy. Oas yaobetea BLicokan CkopocTs

Bbl60pa CO6bITUA aHAZIMTUKU MOXKHO OTCOPTUPOBATb MO BO3pPaACTaHUO WK

Cnucku AeAcTBAR Mounck

ybbIBaHMIO, @ TaKKe HaWTN uX Yyepe3 GyHKUMIO NoucKa. a8 3TOro A0CTaTOYHO

universal list

BBECTU YaCTb Ha3BaHWA, 3Ha4YeHWUA 6y,a,y'r dBTOMaTUYECKN OTCOPTUPOBbLIBATLCA OBHapyerme niua

B COOTBETCTBUM C YCIOBUAMM NOUCKA, PErNCTP BYKB NpU 3TOM He y4YuUTbIBaeTCA.
«CNUCOK peicTBUA» — NO3BOAAET BbiGpaTb CMMCOK AEWCTBMI, KOTOPbIM MOCTYNMT onepatopy npu cpabaTbiBaHMM
cobbITnA.

,ﬂ,}'lﬂ 3aBeplweHnAa U CoOXxpaHeHunA HaCTpOVIKM HeO6XO,£I,VIMO HaXaTb KHOMKY I:I

18.2. HacTpolika cnucka geinctani
CnuncoK aeincTeuniti Heobxoaum ana Toro, YTobbl Npy 06paboTKe cobbITUIM ONepaTop cpasy NoJydYan UHCTPYKLUMIO ANS TOM
WU UHOMN CnTyauun.

[na Toro ytobbl cO34aTb CMUCOK AEWUCTBMIA, HEODXOAMMO HaxKaTb Ha KHOMKY ., 334aTb MMS CMMCKa M HaxaTb
KHOMKY I:I [anee BblbpaTb CO3AaHHDbIN CMUCOK AENCTBUIA, HaXKaB NO ero HasblBaHWMIO N€BOM KHOMKOM Mbiwn. Mocne

4yero cnpasa CTaHeT AO0CTyNHa KHOMKa , C €€ NOMOLLbK MOXKHO LI,O6aB}1F|Tb 0eNCTBMA B CNINCOK.

LobaButb aelictBue

Hoeoe oeicTeue

3AKPbITE  COXPAHWTb

PepaktnpoBaTb MAM yOanATb CO34aHHbIE CMUCKU MOMKHO C NMOMOLLbIO KHOMKU IZ', KOTOpPaA CTaHOBUTCA AKTUBHOM
npun HaBeAeHUN Kypcopa Mbiln Ha CTPOKY C Ha3BaHMeM CNUCKa.
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18.3. JlorupoBaHune

KypHan normpoBaHMA npeaHasHayeH AnA Toro, Ytobbl oTcnexmsaTb OTPaboTKy cobbiTnit. B Hem dukcupytoTca Bce
cobbITA, UX AaTa U Bpems, AeicTBUe onepaTopa U ero KOMMEHTapUi.

CobbITHA B XKypHane MOXHO 0TOUAbTPOBATL MO CNEAYIOLMM XapaKTEPUCTUKAM:

e [aTa v Bpems;

® 1MmA nosb3oBaTtens, obpaboTtasliero cobbITUs;

® KOMMeEHTapui;

e Tpurrep;

e [JeicTBMe onepaTopa.

Bpems Hauana: | 29.03.2024 0000  [5] | Koweunoe spems:  29.03.2024 1407 [3] Q, HAWTH

¥ Bpemsa CobeiTHe Tpurrep 3

v 29.03.24 02:55112 Mepecederne NUHUK (A -= B) TNHHKA 1

B

v 29.03.24 02:55:48 OBHapyHEH KypUMbLIWK curn
BriDepuTte Tpurrepsl -

[E Oepwre gevcTeuA

v 29.03.24 02:56:18 OGHapYXeH KyPUMbLIWK curn

v 29.03.24 02:56:119 Mepecedeqne nuHuK (A -> B) TUHKA 1

v 29.03.24 02:56:54 Mepecedyerne NuHMK (A -> B) nuHKa 1

v 29.03.24 02:57:02 OBHAPYKEH KypUNbLUMK curn

v 29.03.24 02:58:115 Mepecedenne nuimum (B -> A) TNUHKMA 2

v 29.03.24 02:59:42 OGHaPYXEH KypUIbLIWK curn

v 29.03.24 03:00:07 MepecedeHne NMHKMK (B -= A) NHHKMA 2

v 29.03.24 03:00:09 Mepecederne NuHMK (A -> B) NUHKA 1

v 29.03.24 03:00:36 Mepecederue nuHMK (B -> A) TNWHKR 2

v 29.03.24 03:00:51 O0HapY#EH KypUMbLIWK curn

v 290324 03:00:59 OGHADVKEH KVDUIbLUMK curm
Konuuecteo cobbimuii: 1000

bonee aeTanbHbIN OTYET MOXKHO yBUAETb, HaXKaB Ha KHOMKY -

W ~
KHonka - pa3BepHEeT BeCb CNMUCOK cobbITni, NMOBTOPHOE HaXaThe Ha KHOMKY CKPOET BCe AaHHble.

A 29.03.24 02:56:54 Mepecederue NMHUK (A > B) nuHKA 1
Bpema Wms nonesoeatens OeiicTENE KommeHTapui
29.03.24 12:42:31 DOMINATIONtest OTMmedeHo Kak ownboyHoe -

lMouck no cnucky COB6bITUIA MOXKHO HaCTPOUTb B MEeHIO C npaBoﬁ CTOPOHbI OT CNMUCKa. MOXHO HaCTPOUTb MOUCK NO MMEHU
nonb3oBaTtena, ero KOMMeHTapuio, Bbl6paTb HY)KHbIﬁ Tpurrep un AeﬁCTBME M3 BbliNagaklowero meHt, Nocane HaXaTb Ha KHOMKY
«Haintny. Takke MOXKHO HaCTPOWUTb Bpema Ha4dana cobbITMA 1 ero KoHeyHoe Bpema.

TakKe oTGMUAbTPOBaTb COBLITUA MOMKHO C MOMOLLBIO KHOMKKN dUAbTPa ., [AOCTYMHOI B CTPOKe 3aro/ioBKoB. lMocsie ee
HaYKaTUA OTKPOETCA CTPOKA, B KOTOPYIO MOXKHO BBECTU HEOBXOAMMOE 3HAUEHWEe UK ero YacTb U COBLITUA aBTOMATUYECKU ByayT
0TOUNLTPOBAHbI NO BBEAEHHBIM AaHHbIM, perucTp 6YKB Npu BBOAE He yunTbiBaeTcA. s CKpbITna GMUAbTPa HEOBX0 ANMO HaXKaTb
Ha Knasuwy Esc Ha knaBuatype.

JononHntenbHO A0CTYyNHa KHOMKa COPTUPOBKM 3HaYeHUM IE Mpn HaxaTMM Ha He€ NoABNAETCA BO3MOXHOCTb
OTCOPTUPOBATb 3HAYEHUA NO BO3PACTAHUIO NN y6bIBaHVIIO.
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19. [Apyroe

DYHKLUUKN B JAHHOM pa3fenie MMeKT CMbIC/T TOZIbKO Npu ucnosb3osaHum Active Directory. Ecim agMMHUCTPATOP BHOCUA
m3meHeHus B Active Directory B 4acTu nosib3oBaTenei, posieit U cepBepoB aHaNUTUKK, TO LICY He y3HaeT 06 3TUX M3MEHEHMUAX
NnoKa AaHHble He 6yayT akTyaM3npoBaHbI.

Ona Toro 4tobbl aKTyaM3MpPOBaTb [AaHHble MONb30BaTeNel, pPoseil U CepBepoB aHANMTUKM HeoBXoAMMO HaKaTb

KHOMKY HaNpoOTUB HYXXHOIO NYHKTa.

LleHTpanbHeIii cepeep ynpaeneHus @ 2

< @ Ayaut B Norvposaxue % MNoaTsepxaeHue cobbITui =: Apyroe

AKTYanuvupoeaTtk AaHHbIe

Aﬂyaﬂwsmposarb AaHHbIE | (, ‘
nons3oeatensi L

AKTYaNM3MPOBATL AaHHbIE poneﬁ| (:) ‘

AKTYaA13MPOBaTE CepBepL! |—(, ‘
aHaNUTKNA Y

Mocne HaxaTWA B NPaBOM YI/y SKpaHa NoABUTCA coobuieHme 06 ycnewHom akTyanusaumm AaHHbIX.
Hanpumep:

CNMCOK NoNb30BaTenei yenelHo akTyanusnpoead  3AKPLITh
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